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Treiber’s Stack (with GC)

Type Node { pop() {

int d L1: t = Top
Node* n s = t.n
) it (ICAS(&Top,t,s))
goto L1
Node* Top ]
push (k) {
n X = new Node (k)
L2: t = Top
n X.n =t
(:ij it (!'CAS(&Top,t,x))
£ goto L2
Top ;



Treiber’s Stack (with GC)

pop () |
L1: t = Top
S = 1T.n
if (!'CAS(&Top,t,s))
goto L1

;

push (k) {
X = new Node (k)
L2: t = Top
X.n = t
it (!'CAS(&Top,t,x))
goto L2
}
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Treiber’s Stack (with GC)

Type Node {
int d
Node* n
!
Node* Top
(3] push (k) {
n X = new Node (k)
L2: t = Top
n Xx.n =t
(:ij if (!CAS(&Top,t,x))
£ goto L2
Top )
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Treiber’s Stack (with GC)

Type Node {
int d
Node* n
;
;AS(&Top,t,s)
Node* Top open:

return true

@ pUSh(k) { ;lse

n X = New NOde(k) return false;
L2: t = Top

n X.n =t
@ if (ICAS(&Top,t,x))

K goto L2
Top ;
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Treiber’s Stack (with GC)

Type Node {
int d
Node* n
!
Node* Top
(3] push (k) {
n X = new Node (k)
L2: t = Top
n Xx.n =t
(:ij if (!CAS(&Top,t,x))
£ goto L2
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Treiber’s Stack (with GC)

Type Node { pop() {

int d L1: t = Top
Node* n s = t.n
) it (!CAS(&Top,t,s))
goto L1
Node* Top ]

a=0:0

ooooooooooooooooooo



races by design

tl t2
L1: t=Top L1: t=Top
s=1.n s=t.n

1t 'CAS(&Top,t,s)
goto 1:

it CAS(&Top,t,s)
goto L1

Monday, November 5, 12



races by design

tl t2

O
L1: t=Top L1: t=Top
s=1.n s=t.n

1t 'CAS(&Top,t,s)
goto 1:

it CAS(&Top,t,s)
goto L1

Monday, November 5, 12



races by design

tl t2

L1: t=Top L1: t=Top
O

s=1.n s=t.n

1t 'CAS(&Top,t,s)
goto 1:

it CAS(&Top,t,s)
goto L1

Monday, November 5, 12



races by design

t1 t2
[1: t=Top L1: t=Top
s=t . n s=1.n
O
if ICAS(&Top,t,s) if ICAS(&Top,t,s)

goto 1: goto L1
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races by design

tl t2
;AS(&Top,t,s)
11: t=]'7opoe: L1: t=Top

return true

}
S=T.N Jlelse

return false;

1t 'CAS(&Top, t, s)
goto 1:

it CAS(&Top,t,s)
goto L1
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races by design

tl t2
L1: t=Top L1: t=Top
s=t.n s=t.n

1t 'CAS(&Top, t, s)
goto 1:

it CAS(&Top,t,s)

goto L1
O
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races by design

‘c—l'
=
—t
NJ

L1: t=Top L1: t=Top
s=t.n

1t 'CAS(&Top, t, s)
goto 1:

it CAS(&Top,t,s)
goto L1
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t1 t2
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races by design
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races by design

tl t2

L1: t=Top L1: t=Top
O

s=t.n s=t.n

1t 'CAS(&Top, t, s)
goto 1:

—t it CAS(&Top,t,s)
>  goto L1
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races by design

t1 12

L1: t=Top no problem: L1: t=Top
access to removed ®

s=t.n objects s=t.n

it 1CAS(&Top, t, s)
goto 1:

—t it CAS(&Top,t,s)
>  goto L1
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Treiber’s Stack (no GC)

Type Node {
int d
Node* n

;

Node* Top

2S00
O > >

pop() {
L1: t = Top
S = 1T.n
if (!'CAS(&Top,t,s))
goto L1
free(t)

;
push (k) {

X = new Node (k)
L2: t = Top
Xx.n =t
it (!'CAS(&Top,t,x))
goto L2
!



memory safety

® only allocated memory locations are accessed

Ox..772

Ox..773

Ox..774 not allocated

Ox..951

Ox..952 not allocated

Ox..953 3
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racing for free is hazardous

tl t2
L1: t=Top L1: t=Top
s=1.n s=t.n

it CAS(&Top,t,s)
goto L1

1t 'CAS(&Top,t,s)
goto 1:

free(t) free(t)
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racing for free is hazardous
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racing for free is hazardous

tl t2

L1: t=Top L1: t=Top
O

s=1.n s=t.n

it CAS(&Top,t,s)
goto L1

1t 'CAS(&Top, t, s)
goto 1:

free(t) L free(t)



racing for free is hazardous

tl t2
L1: t=Top L1: t=Top
S=t.n S=t.n
O
it ICAS(&Top,t, s) it CAS(&Top,t,s)
goto 1: goto L1
free(t) t C free(t)



racing for free is hazardous

t1 t2
L1: t=Top L1: t=Top
s=t.n s=t.n
o
if ICAS(&Top,t,s) if 1CAS(&Top,t,s)
gOtO 1 - gOtO L1
free(t) ¢ *free(t)



racing for free is hazardous

t1 12

L1: t=Top problem: L1: t=Top
access to removed

s=t.n objects s=t.n

if 1CAS(&Top,t,s) if ICAS(&Top,t,s)
gOtO 1 - gOtO L1
free(t) ‘ free(t)
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programming challenge

® ensuring memory safety
® shared memory concurrency

® |ock free data structures

® no GC



programming solutions

® RCU [McKenney Slingwine’98]
e Hazard Pointers [Michael'02]
e Pass the Buck [Herlihy Luchangco Moir’02]

e Epoch [Fraser Haris’03]



programming solutions

® RCU [McKenney Slingwine’98]
e Hazard Pointers [Michael'02]
e Pass the Buck [Herlihy Luchangco Moir’02]

e Epoch [Fraser Haris’03]

® programming methodologies

® per data structure specialization
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hazard methodology

® add global “hazard™ pointers
® “protect’ objects using hazard pointers

® check hazard pointers before calling free

T a hazard pointer points to an object
continuously since the object Is “safe’ (in the
data structure) then the object Is not reclaimed




Treiber’s stack + H.P

Type Node { pop () {
int d L1: t = Top
Node* n
;
Node* Top
if (!'CAS(&Top,t,s))
goto L1

;
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Treiber’s stack + H.P

retire(r) { pop() |

i =0 L1: t = Top

HP[tid] = null

Ss=t.n

if (!'CAS(&Top,t,s))
} goto L1

} retire(ty

ooooooooooooooooooo




“weird’’ races

pop () {
®® 1. t=Top

HP[tid] = t

if (t !'= Top) goto L1

—-> N W
> >

s=t.n Top

if (!'CAS(&Top,t,s))

goto L1 HP | |

retire(t)

;
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“weird’’ races

IOCL)E):()tiTop

’ HP[tid] = t .Iﬂ!
if (t !'= Top) goto L1 [;j‘ft
s=t.n Top
1fgc()J!chE£&Top,t,s)) P ‘
retire(t)

;
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“weird’’ races

pop () {
L1: t=Top
o0
HP[tid] = t

n
if (t !'= Top) goto L1 t"@‘*t

s=t.n Top

if (!'CAS(&Top,t,s))
goto L1 HP | |

retire(t)

;
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“weird” races
pcljfl):()tiTop

HP[tid] = t e
n
if (t !'= Top) goto L1 t"(}j‘*t
s=t.n Top
¢ 1T (!CAS (&T ))
] . op,t,s
goto L1 HP | |
retire(t)
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“weird” races

pop () {
L1: t=Top

HP[tid] = t

if (t !'= Top) goto L1

Ss=t.n

if (!'CAS(&Top,t,s))
goto L1 HP | |

@ retire(t)
]
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“weird” races
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“weird” races

() A
pcljfl): t=Top
’ HP[tid] = t 'I!'

— @

if (t !'= Top) goto L1

s=t.n pr
if (!CAS(&Top,t,s))

goto L1 HP[_|
retire(t) t=0x..772

;
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“weird” races

pop () {
L1: t=Top

HP[tid] = t

if (t !'= Top) goto L1

Ss=t.n

if (!'CAS(&Top,t,s))
goto L1 HP | |

retire(t) t=0x..772
)
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“weird” races

pop() {
L1: t=Top

goto L HP | |

retire(t) t=0x..772

ooooooooooooooooooo



“weird’ races
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“weird’ races

pop() {
L1: t=Top

goto L HP |

retire(t) t=0x..772
)



“weird’’ races

012 trom
¢ HP[tid] = t

if (t != Top) goto L1 C

s=t1.n Top

1 |

P L T

retire(t) t=0x..772

;
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“weird” races
I[)I(_)[.':l):()’ciTop

n
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“weird” races

pop () {
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verification challenge

® verifying memory safety
® shared memory concurrency

® |ock free data structures

® no GC



our solution

® idiom-based verification using temporal
Separation Logic
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idiom: grace period

® RCU [McKenney Slingwine’98]
e Hazard Pointers [Michael'02]
e Pass the Buck [Herlihy Luchangco Moir’02]

e Epoch [Fraser Haris’03]

® programming methodologies

® per data structure specialization
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idiom: grace period

® pattern for temporal invariant

® AsinceB = C

® idiomatic use of a temporal tautology

® B since " A = - (A since B)

ooooooooooooooooooo
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n=C00000000O
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A since B
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n=C00000000O
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MM EAsinceB = C
= C
A since B
B A A A A
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v Tid i V location x Aixt HP[i] = x

Bx: Top = x
Cx: X is allocated
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A since B
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n=C00000000O

f a hazard
since the o

the object |

v Tid i V location x Aix: HP[i] = x
Bx: Top = x
Cx: x is allocated

bointer points to an object continuously
pject I1s “safe” (In the data structure) then

s hot reclaimed
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= C
A since BAA
B A A A A
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v Tid i V location x Aixt HP[i] = x

Bx: Top = x
Cx: X is allocated
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=000 0000®
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MM EAsinceB = C
= C
A since BAA
B A A A A
mr=00000000O
v Tid i V location x Aixt HP[i] = x

Bx: Top = x
Cx: X is allocated

=B since 7A
-A B =B =B B

=000 0000®

—B since 7A = —(A since B)
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MM EAsinceB = C
= C
A since BAA
B A A A A
mr=00000000O
v Tid i V location x Aixt HP[i] = x

Bx: Top = x
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—1(A since B)
=B since 7A
-A B =B =B B

=000 0000®
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MM EAsinceB = C
= C

A since BAA
B A A A A
mr=00000000O

v Tid i V location x Aix: HP[i] = x

Bx: Top = x

Cx: x is allocated
C?
—1(A since B)

=B since 7A
-A B =B =B B

=000 0000®

—B since 7A = —(A since B)

ooooooooooooooooooo



MM EAsinceB = C
= C
A since BAA
B A A A A
mr=00000000O
v Tid i V location x Aixt HP[i] = x

Bx: Top = x

Cx: X is allocated
the invariant holds C?

regardless of C (A since B)
=B since 7A
-A B =B =B B

=000 0000®

—B since 7A = —(A since B)

ooooooooooooooooooo



TT=A since B = C

pop () { v Tid i V location x Aix: HP[i] = x
L1: t=TOp Bx: TOP = %
HP[tid] = t Cx: X is allocated

if (t !'= Top) goto L1

Ss=t.n

if (!'CAS(&Top,t,s))
goto L1

retire(t)

;
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TT=A since B = C

pop () { v Tid i V location x Aix: HP[i] = x
L1: t=TOp Bx: TOP = %
HP[tid] = t Cx: X is allocated

{ Atid,t: HP[tid]=t }
if (t !'= Top) goto L1

Ss=t.n

if (!'CAS(&Top,t,s))
goto L1

retire(t)

;
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TT=A since B = C

pop () { v Tid i V location x Aix: HP[i] = x
L1 t=Top Bx: Top = x
HP[tid] = t . Cx: x is allocated
{ Atidt: HP[tid]=t} | Top=t A HP[tid]=t |

if (t !'= Top)“goto L1

Ss=t.n

if (!'CAS(&Top,t,s))
goto L1

retire(t)

;
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TT=A since B = C

pop () 1 vTid i V location x Aixt HP[i] = x
L1: t=Top -
| Bx: TOP — X
HPltid] =t Cx: x is allocated
{ Atidt: HP[tid]=t} | Top=t A HP[tid]= t]
if (t !'= Top)“goto L1
{ Atidt: since Bt: HP[tid]=t since Top=t A HP[tid]=t}

S=1.n

if (!'CAS(&Top,t,s))
goto L1

retire(t)
]
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TT=A since B = C

pop () 1 vTid i V location x Aixt HP[i] = x

L1: t=Top -

| Bx: TOP — X
HP[tid] = t Cx: X is allocated
{ Atidt: HP[tid]=t} | Top=t A HP[tid]= t]
if (t !'= Top)“goto L1
{ Atidit: since Bt: HP[tid]=t since Top=t A HP[tid]=t} —

{ Ct: tis allocated}

S=1.n

if (!'CAS(&Top,t,s))
goto L1

retire(t)
]
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TT=A since B = C

retire(N - r) 1 yTidi v location x Aixt HP[i] = x

Bx: TOP —- X
i =0: Cx: xis allocated
while(i < NTID) {
while (HP[i] == r) skip
1++
}
free (r)



TT=A since B = C

retire(N r) 1 yTidi v location x Aixt HP[i] = x

{ 7Bt Top#r } Bx: Top = x
i =0: Cx: xis allocated
while(i < NTID) {
while (HP[i] == r) skip
1++
}
free (r)



TT=A since B = C

retire(N r) 1 yTidi v location x Aixt HP[i] = x
{ 7Bt: Top#r } Bx: Top = x
1 = 0;

Cx: X is allocated
while (i < N"ID){£T°P¢rAHP[']¢rj
while (HP[i] == r) skip
1++
}
free (r)



TT=A since B = C

retire(N r) 1 yTidi v location x Aixt HP[i] = x
{ 7Bt: Top#r } Bx: Top = x
1 = 0;

Cx: x is allocated
while (i < N"ID){£T°P¢rAHP[']¢rj
while (HP[1] == r) skip
i++
}

{(VISNTID.7Br since 7Air:
Vi<NTID. Top#r since Top+r}
free (r)

;
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TT=A since B = C

retire(N 1) { yTidi v location x Aixt HPJ[i] = x
{ 7Bt: Top#r } Bx: Top = x

1 = 0;

while (i < N“ID){&TOP#"/\ HP[i]#r
while (HP[1] == r) skip
i++

;

ij: X is allocated

-B since =" A = - (A since B)

{(VISNTID.7Br since 7Air:
Vi<NTID. Top#r since Top+r}
free (r)

;

Monday, November 5, 12



TT=A since B = C

retire(N 1) {  ¢Tidi V location x Aixt HP[i] = x
{ 7Bt: Top#r } Bx: Top = x

1 = 0;

while (i < N"ID){gTOP#r/\ HP[i]#r
while (HP[1] == r) skip
i++

;

ij: X is allocated

-B since =" A = - (A since B)

{(VISNTID.7Br since 7Air:
Vi<NTID. Top#r since Top#r} —»

free (r) Vi<NTID. =(HP[i]=r since Top=r)}
]
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TT=A since B = C

retire(N 1) {  ¢Tidi V location x Aixt HP[i] = x
{ 7Bt: Top#r } Bx: Top = x

1 = 0;

while (i < N"ID){QTOP#"A HP[i]#r
while (HP[1] == r) skip
i++

;

ij: X is allocated

-B since =" A = - (A since B)

{(VISNTID.7Br since 7Air:
Vi<NTID. Top#r since Top#r} —»

free (r) Vi<NTID. 7(HP[i]=r since Top=r)}
} /|l r can be deallocated
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agenda

® verification problem: memory safety of highly
concurrent data structures

® temporal idioms in verification problem
® temporal separation logic

® Hoare Logic

® Rely/Guarantee reasoning

® Separation Logic

® RGSep
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Hoare logics

programming language
assertion language
Hoare triples

proof rules



programming language
e P=C||..||C
e C=c|C:C|C+C|CH*

® c =x:=n |x:=y+z]|assert(x=y)]|..

® no heap

ooooooooooooooooooo



small step operational
semantics

® 0c > =Var 2 Int

® 0 =[x~9,y~3]

(Ct,0) ~» (C’t, ")

Ci || [1Ctl]]] Cn o —
Ci || . |1 Cel]..|]| Cn o

ooooooooooooooooooo



assertion language

®* A= p|lpAPIPVP|IxXPX) |..

® p =xX=n|x>n|..

°* [[p]] =22
® [[x=3Ay>4]]={0ce€2|0(x)=3 Aa(y) >4}

ooooooooooooooooooo



Hoare triples

o {P} C{Q]}
® P Q are assertions

® C command

o {P} C{Q}=vog[[P]] if (C,0) =»* O then O € [[Q]]

ooooooooooooooooooo



proof rules

{P1} Ci{P2}
{P2} C2{Ps}
AP} C1;C2{ P}

{P}C1 {Q}
{P}(C2{Q}
{P}C1 + C2 {Q}

(PYCP;}
PO P}

{P1}C{Qn}
{P2} C{Q2}

A{P1Vf%}C)ﬂ21VCkﬁ

SEQ

CHOICE

LOOP

DISJ



proof rules & separation

Rule of constancy

1 P1C1Q)]
(PAR}C{QAR}

fv(R) n mod(C) = @

Disjoint parallelism rule

{P1} G { Q1 } {Po} Co{Q2} t(P1,C1,Q1) n mod(Cy)
{P1AP2}C1||Co{Q1 A Q2} fv(P2,C2,Q2) n mod(Cs)
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proof rules & separation

Rule of constancy aliasing

Q} _
{ P%ﬁ.}. MR) n mod(©) = @

Disjoint parallelism rule

{P1} G { Q1 } {Po} Co{Q2} t(P1,C1,Q1) n mod(Cy)
{P1AP2}C1||Co{Q1 A Q2} fv(P2,C2,Q2) n mod(Cs)
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proof rules & separation

Rule of constancy aliasing

Q} _
{ P%ﬁq. MR) n mod(C) =2

Disjoint parallelism rule  shared resources

{ P 1 P>} Co{Q2} t(P1,C1,Q1) n mod(Cy)
{P1AP2}Cq || Co { O fv(P2,C2,Q2) n mod(C)

%)
%)

Monday, November 5, 12



problem: interference

{x =0} x=I| {x=1}

f = 0)nfvlx=1) =
(=0 ny=0x=l el ny=g) 0 D TDEE

ooooooooooooooooooo



problem: interference

fviy = 0)nfv(x:=1) = @

X\

{x =0} x:=1 {x=1}
x=0Ay=0}x=I {x=I Ay=0}
aliasing ™~ 0 x:=|
y— >

ooooooooooooooooooo

y—"




problem: interference

{x =0} x=I| {x=1}

f = 0)nfvlx=1) =
(=0 ny=0x=l el ny=g) 0 D TDEE

o X~ _ X~
aliasing 0 x:=| |

shared resources
{true} x:=I {x=1} {true} x:=1 {x=1}  fv(x:=1)n

{true} x:=1|| x:=1 {?} fv(x:=1) # @

ooooooooooooooooooo



Hoare logics + R/G

® programming language

® assertion language

® Hoare triples

® proof rules




Hoare triples

e RG + {P} C{Q}
® R,G describe interference: [[R]] = [[G]] € 2 x 2

e RG I {P} C{Q} = voe][[P]] if every transition of
C is in [[R]] and every transition of the environment is
in [[G]] and (C,0) =* 0 then O € [[Q]]

ooooooooooooooooooo



proof rules

RuG,G+ {P} C{Q}
RuG,G + {P} C {Q}

R,GuG +{P}C|| C{Q}

G=G ={(x=n)~ (x=1)|ne Nat}

2,G H{true} x:=1 {x=1}
2,G’ H{true} x:=I {x=1}

2,G u G’ H{true A true} x:=I|| x:=I {x=1 Ax =1}

ooooooooooooooooooo



stability

e RG + {P} C{Q}
® R,G describe interference: [[R]] = [[G]] € > x >

e RG I {P} C{Q} = voe[[P]] if every transition of
C is in [[R]] and every transition of the environment is
in [[G]] and (C,0) =* 0 then O € [[Q]]

ooooooooooooooooooo



separation logic

programming language
assertion language

Hoare triples

proof rules




separation logic

programming language
assertion language

Hoare triples

proof rules

® SL is a convenient logic to reason on heaps



programming language

e P=C|l..||C
e C=c|C:C|C+C|C*

® c =x:=n |x:=y+z]|assert(x=y)]|..

X:=new() | [xX] =y | x:=1]y]]| free(x)

ooooooooooooooooooo



programming language

o P=C||..|| C
o C=c|C;C|C+C|C*
® c =x:=n |x:=y+z]|assert(x=Yy)]..

X:=new() | [xX] =y | x:=1]y]]| free(x)
® 0 c > substates

ooooooooooooooooooo



RAM model

® 2> =Loc — Val
® [7~9,9~3]

® g * O = disjoint union
® [7-9,9-3]*[10~9] = [7~9, 9-3,10~9]
® [7/-9,9~3] * [9~3] = undefined

¢ emp =[]
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separation algebra

® (2,* e) - cancelative partial commutative monoid
® 2 set
® 0*(0 =0 *0 e 2 orundefined
® O*e=e*0=0
® o*O' =0*ag’ implies 0 =0

®* OHCO Iiff O*CO

® OLCO' iff 30”. o*0’ =0
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local actions

o [[c]]:Z— 22 u{T)

® gLO iff 30”. 0*0”"=0 vOo =T

o [[71=311([7-2]) = ((7~3])
o [[[7]:=3]] ([ 7-2] * [3-2]) = ([7~3 ,3~2])
® [[[7]1=311([8~2]*[3~2]) =T

ooooooooooooooooooo



local actions

® [[c]]:=— 2 2u{T}

e gLO iff 30”. 0*0" =0 VvO =T
® 0L O [[c]l(O) # T implies [[c]](C) # T (safe monotonicity)

® [[c]](00)#T and O’<[[c]](O0 * O1) implies 300’. 00’ ¢[[c]](T0) and
0’ = 00 g1 (frame property)

® [[c]l(c ™ 0) C [[c]I(0) * O
* [[[7]1=3]11 ([7~2]*[3~2]) C [[ [7]:=3 1] ([ 7~2 ])*[3~2]

ooooooooooooooooooo



assertion language

® SL has a convenient syntax to describe heaps

Monday, November 5, 12

p =3 5

q===>» 5 |nil

Ofiag®

g+~ 5,nil

r 10,r

heap(p) = 5

heap(q) = 5 A
heap(g+1) = nil



assertion language

® SL has a convenient syntax to describe heaps

Monday, November 5, 12

nil

nil

nil

o+~ 5,nil A pP=Q

po~»5nNl Ag~b5nlAp=zQ

o+~ 5,nil = g+~ 5nil



assertion language

® SL has a convenient syntax to describe heaps

p-—*i5—|—->6 ~—{ 7|,

A9 p»5Q9+«g0,rxr-7,p

X=y X m— —|——> listseg y

listseg(x,y) <d§c> X=Yy v 3Avz x- vz =« listseg(zy)
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Hoare triples

e {P}C{Q}
® precondition must specify cells accessed by C

® error avoiding meaning
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frame rule

{D}g{Q} fv(R) n mod(C) = @

ooooooooooooooooooo



disjoint concurrency

AP} G { Q] {P2} Co{Qo}  ™V(P1,G1,Q1) nmod(Ce) = &
{P1 P2} Ci||Co{Q1 % Qo } fv(P2,C2,Q2) n mod(C1) = @

CIl and C2 manipulate disjoint parts of the heap and
share access to unmodified variables



RGSep

® programming language
® assertion language

® Hoare triples

® proof rules
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RGSep

® programming language
® assertion language

® Hoare triples

® proof rules

® heaps * fine-grained concurrency

Monday, November 5, 12



programming language

e P=C|l..|]|C
e C=c|C;C|C+C|C*|KE)

® c =x:=n |x:=y+z]|assert(x=Yy)]..
X:=new() | [x]:=y|x:=]y]]| free(x)

® 0 c ) local substate + global state

ooooooooooooooooooo



global view

SL R/G

ti‘s local state

shared
state

t's local state

tn's local state

stack heap
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local view

thread’s op environment
shared shared shared

t''s local state ~ | t's local state’ ~ ... ~ | ts local state’

state state’ state”

Monday, November 5, 12



local view

Rt,Gt C (shared state) x (shared state)

assert

t’s local state

Monday, November 5, 12

shared
state

~e e Gt

thread’s op

~

te's local state’

shared
state’

assume <+ € Rt

'\}...

environment

~

te's local state’

shared
state”




Monday, November 5,

assertion language

® PQ,R - assertions in separation logic

® p,q,r - assertions in RGSep

local state

e p=P|Pllp*plpvp|vxp|Ixp

shared state

o [pI1=2"%"




assertion language

e p=P|[Pllp*plpvp|vxp]|Ixp

* (Is)
* (Is)
* (Is)

ooooooooooooooooooo

=P& =P

=P& sE=P

=p*qe Ill. 1=P*I" A
(s)=p A (I%s)

2 X 2




proof rules

R UG, G {p} C {q}
RUG,G + {p’} C {q)

R,GuG H{p*p}C|C{q9™q}

(,s)=p*qeall’. 1= A

(s)Ep A (%)

ooooooooooooooooooo



ooooooooooooooooooo

proof rules

(P,Q) € G
{P*P}(C){Q* Q]

R,G F {PHP]} T {Q*[Q])

p,q stable under R
2 ,G = {p; (C) {q;

R, G+ {p} (C) {q}




grace logic

® programming language

® assertion language

® Hoare triples

® proof rules
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grace logic

® programming language

® assertion language
® Hoare triples

® proof rules

® RGSep + temporal assertions
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global view

SL R/G

ti‘s local state
ST shared
tes local state
state
tn’s local state
shared
state
shared
state
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local view

thread’s op environment
shared shared shared
t’s local state ~ t’s local state’ s | .. ™ ts local state’ oy
state state state
shared shared
shared
state
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local view

Rt,Gt C (shared state) x (shared state)

assert e+~ e Gt assume *—~e € Rt
thread’s op environment

shared shared | 1shared

tes local state ~ | ts local state’ y | ... S local state .
state state state
shared shared

state state’
shared

state
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assertion language

n € History = State™;
w € World = {(0,n,1i) € State x History x LInt | (0 * 1))}

p||true | =7 | 71 = 7= | dz. 7| 71 since 2 | T <|p
p|lT|true| -P|P=Q|3x.P|P*Q

7, 1T
P, Q) ::
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assertion language

n € History = State™;
w € World = {(0,n,1i) € State x History x LInt | (0 * 1))}

7, T u=|p||true | -7 |71 = 72 | dz.7 | 71 since 2 | T Ap
PQ:=p|7|true| -P|P=Q |3dx.P| PxQ

777i @ < 77|n|7i:p

n,i =71 since o < dieA{l,...,|n|}. (0, iE=71)A

‘ Vi€t ..., Inl}t (0l 1 72)
n,1 74@ — dn'.n=n'0An ., i=TAO0ED

Monday, November 5, 12



assertion language

n € History = State™;

w € World = {(0,n,1i) € State x History x LInt | (0 * 1))}
7,7 ==|p||true | =7 | 71 = 72 | dz. 7 | 71 since T2 | T Ap
PQ:=p|7|true| -P|P=Q |3dx.P| PxQ
777i @ < 77|?7|7i:p
n,ifE 1 sincers < die{l,....|n|}.-nl;,i="11)A
‘ Vi€ it 0y (1,1 = 72)
n,1 74@ < dn.n=n0An,iETANOED
0,n,1=p — O,iFp
0,n,1=T — n,lE=T
O,niEdx. P < Ju.(0,n,ilx:u]) =P
0,n,iEVe. P <— VYu.(0,n,ilz:u]) =P
O.ni=EPxQ < 30,0".(0=06"%x6")A

(0",n,ifE=P)A (0" ,n,iEQ)
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relies & guarantees

Rt. Gt ¢ Action = ZStateXStatexState
[ D * X ~ q * X

local guard shared ~> shared
(permission) state state

D,q precise

ooooooooooooooooooo



stability

An assertion P is stable under an action [ | p ~» ¢ and a
temporal invariant Y if it is insensitive to changes to the shared
state permitted by the action that preserve the invariant:

\V/lenaesael?@;?. (Qlﬂ?@s» _P)/\

(01,1) € 1] A (0s,1) € [p] A (05,1) € [q] A
(n0s,1) € [T] A (100,,3) € [T] A

(0; % 07 % 05)) A (0 *9')¢ — (0;,n0s0,,i = P),
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stability

if Aisstable =—> A since B is stable

ooooooooooooooooooo
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proof rules

R,G,TH{P}Ci{P:}
R,G, YT+ {P)}Cs {Ps}
R, G, T F {Pl} 01; CQ {Pg}

SEQ

R,G,TH{P}C1{Q}
R,G, TH{P}C2{Q}
R,G,TH{P}C1 + C2{Q}

CHOICE

R,G, T+ {P}C{P)
R G, T+ {P}C*{P}

LOOP

R,G, TH{P}C{Q1}
R7 GaT - {PQ}C{QQ}

RGYF{PV P C{Q1v Oyt 2



invariant introduction

R,G,THF{PAT}C{Q}
R.G, TH{P}C{Q}

ooooooooooooooooooo



shared proof rule

Q=T P, () are stable under R and Y
0, G, true Fyqg {P}(Che {Q} <
HARED-R
Ra G7 T |_tid {P} <C>CL {Q}
p = [ * true {l| ps ~ qs} = {a} acG
@7 @7 true |_tid {p X pS} C {q X QS}
SHARED
0, G, true Fyig {p AT Aps|H(Cha {g A ((T ANps|) <lgs|) }




specialized shared rule

p
0,
0,

0,
0,

= lxtrue a=(l|ps~qs) €G ps = ps

s = qs
true b {p* (ps A 2(gAT))C{ax(gs AN(gAT = ¢))}
true iy {p * (ps A A C)} C{q * (qs N\ (g — C))}

0, G, true Fyg {p N

ooooooooooooooooooo

Ps

A ((

)

since

(Cha{g N

r

) = c)}

ds

A ((

g|since

r

) =




temporal tautologies

(AN B) = (A since B)
((Asince B)x<A) = (A since B)
(Asince B) — A
-AN—-B) = —(A since B)
—(A since B) < (—AV -B) = —(A since B)

ooooooooooooooooooo
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21

22

23

24

25

26
27

28

29
30
31
32

33

35
36
37
38

proof (retire)

{VIFprom % Frija A|H * Jy.C— y x y — _x true| A[p —c _* truef}
void retire(intx* p) {

{V Ik p—m -*3JA.detached — Ax D(A) A|H % Jy.C — y * y — _x true| A[p —¢ _* true|}
insert (detached ,p);

{V IF 3A.detached — A * D(A) A|H * Jy.C — y * y — _x true[}

if (nondet ())

{V Ik Ftia A|H * Jy.C— y x y — _* truel}
return;

Set used;
{V IF 3A.detached — A * D(A) Aused = D A\ |H x Jy.C — y *x y — _x true[}
while (!isEmpty(detached)) {

}

{V IF JA.detached — A x D(A) * D(used) N A# O AN|H xJy.C s y*y— _x*truel}

bool my = true;
Node *n = pop(detached);
{V IF my A 3A.detached — A * D(A) *x D(used) *x n —rpm _*[n —e _*true|x[H x Jy.y Zn AC+—> y*y — _x* truel}
for (int i = 0; i < N && my; i++) {
{VIFmy A0 <i<NA3JA.detached — A % D(A) x D(used) % n —>m _*[n —re _* true|
[H+Jy.y ZnAC—y*xy— _*xtruef] AV0 < j < i.[By.y Zn ACr y*y — _x*true| since [HP[i] # n * true[}
if ((HP[i] == n)ig)
my = false;
{VIF0<i<NA3JA.detached — A * D(A) * D(used) * n —m _*|n —e _* true| x
[H+3y.y ZnAC—y*xy— _xtrue] A (my = V0 < j < i.[Fy.y ZnACr> yxy — _xtrue|since [HP[j] # n  true|)}

}
{V Ik JA. detached > A * D(A) * D(used) * n > _*|n —e _* true| A

[H+Jy.C yxy— _xtrue|] A (my = V0 < j <N.[Fy.y ZnACrr yxy — _x*true|since [HP[j] # n  true|)}
if (my) A

(5 )Takes

{V Ik 3A.detached — A * D(A) * D(used) x n +— _*|H x Jy.C — y * y — _* true|}

free(n);
} else {
insert (used, n);

}
{V |- JA. detached > A x D(A) * D(used) A|H * Jy.C — y * y — _x* true|}

{V I detached > 0 x D(used) A |H * Jy.C — y * y — _x* true[}
moveAll (detached, used);
{V Ik Ftija AN|H * Jy.C — y x y — _x true[}




related work

® Hoare logic [Hoare, CACM’69]

® Rely/Guarantee reasoning [Jones,IFIP’83]

® Separation Logic [Reynolds, LICS'02]

® Concurrent separation logic [O’Hearn, TCS’0/]

® RGSep [Vafeiadis, PhD’08]

® Temporal Separation Logic [Fu et al., CONCUR’| 0]

® Grace Logic [Gotsman, R,Yang, submitted]

ooooooooooooooooooo



summary

® idioms can simplify reasoning
® grace period
® hindsight [PODC’10]

® temporal reasoning can be natural for fine-
grained concurrent algorithms

® program logic is a convenient formalization tool
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the end

(c) some slides are by Viktor Vafeiadis



safety of manual concurrent
memory reclamation algs.

® RCU [McKenney Slingwine’98]
e Hazard Pointers [Michael'02]
e Pass the Buck [Herlihy Luchangco Moir’02]

e Epoch [Fraser Haris’03]

A since (B AA) = C

ooooooooooooooooooo



