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agenda
• verification problem: memory safety of highly 

concurrent data structures

• temporal idioms in verification problem

• temporal separation logic

• Hoare Logic

• Rely/Guarantee reasoning 

• Separation Logic

• RGSep
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Treiber’s Stack (with GC)
Type Node {
  int d
  Node* n
}

Node* Top

pop() {
 L1: t = Top
 s = t.n
 if (!CAS(&Top,t,s))
   goto L1
}

push(k) {
 x = new Node(k) 
 L2: t = Top
 x.n = t
 if (!CAS(&Top,t,x))
   goto L2
}
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Treiber’s Stack (with GC)
Type Node {
  int d
  Node* n
}

Node* Top

pop() {
 L1: t = Top
 s = t.n
 if (!CAS(&Top,t,s))
   goto L1
}

push(k) {
 x = new Node(k) 
 L2: t = Top
 x.n = t
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CAS(&Top,t,s)
if(Top==t){
 Top=s;
 return true
} 
else 
 return false; 
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t1

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
   goto 1:

 

races by design
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  goto L1
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if !CAS(&Top,t,s)
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CAS(&Top,t,s)
if(Top==t){
 Top=s;
 return true
} 
else 
 return false; 
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s=t.n

if !CAS(&Top,t,s)
   goto 1:

 

races by design
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L1: t=Top

s=t.n

if !CAS(&Top,t,s)
  goto L1

 

no problem:
access to removed 

objects
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Treiber’s Stack (no GC)
Type Node {
  int d
  Node* n
}

Node* Top

pop() {
 L1: t = Top
 s = t.n
 if (!CAS(&Top,t,s))
   goto L1
 free(t) 
}
push(k) {
 x = new Node(k) 
 L2: t = Top
 x.n = t
 if (!CAS(&Top,t,x))
   goto L2
}
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memory safety
• only allocated memory locations are accessed

1
?
4

4

3

0x..772

0x..773

0x..774

0x..951

0x..952

0x..953

not allocated

not allocated

...

...

...
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racing for free is hazardous
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L1: t=Top

s=t.n

if !CAS(&Top,t,s)
   goto 1:

free(t)

t2

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
  goto L1

free(t)

Monday, November 5, 12



racing for free is hazardous

1

2

3
n

n

Top

t

s

t

7

t1

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
   goto 1:

free(t)

t2

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
  goto L1

free(t)

Monday, November 5, 12



racing for free is hazardous

1

2

3
n

n

Top

t

s

t

7

t1

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
   goto 1:

free(t)

t2

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
  goto L1

free(t)

Monday, November 5, 12



racing for free is hazardous

1

2

3
n

n

Top

t

s

t1

7

t1

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
   goto 1:

free(t)

t2

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
  goto L1

free(t)

Monday, November 5, 12



racing for free is hazardous

1

2

3
n

n

Top

t

s

t1

7

1

t1

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
   goto 1:

free(t)

t2

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
  goto L1

free(t)

Monday, November 5, 12



racing for free is hazardous

1

2

3
n

n

Top

t

s

t1

7

1

t1

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
   goto 1:

free(t)

t2

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
  goto L1

free(t)

Monday, November 5, 12



racing for free is hazardous

1

2

3
n

n

Top

t

s

t1

7

1

t1

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
   goto 1:

free(t)

t2

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
  goto L1

free(t)

Monday, November 5, 12



racing for free is hazardous

1

2

3
n

n

Top

t

s

t1

7

1

t1

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
   goto 1:

free(t)

t2

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
  goto L1

free(t)

t2

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
  goto L1

free(t)

Monday, November 5, 12



racing for free is hazardous
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problem:
access to removed 

objects

t1

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
   goto 1:

free(t)

t2

L1: t=Top

s=t.n

if !CAS(&Top,t,s)
  goto L1

free(t)
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programming challenge

• ensuring memory safety

• shared memory concurrency

• lock free data structures

• no GC 
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• RCU [McKenney Slingwine’98]

• Hazard Pointers [Michael’02]

• Pass the Buck [Herlihy Luchangco Moir’02]

• Epoch [Fraser Haris’03]

programming solutions
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• RCU [McKenney Slingwine’98]

• Hazard Pointers [Michael’02]

• Pass the Buck [Herlihy Luchangco Moir’02]

• Epoch [Fraser Haris’03]

• programming methodologies

• per data structure specialization

programming solutions
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hazard methodology

• add global “hazard” pointers  

• “protect” objects using hazard pointers

• check hazard pointers before calling free

if a hazard pointer points to an object 
continuously since the object is “safe” (in the 
data structure) then the object is not reclaimed 
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Treiber’s stack + H.P.
Type Node {
  int d
  Node* n
}

Node* Top

Node* HP[NTID]

pop() {
 L1: t = Top
 
 HP[tid] = t 

 if (t != Top) goto L1   

 s=t.n

 if (!CAS(&Top,t,s))
   goto L1

 retire(t) 
}
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Treiber’s stack + H.P.
retire(r) {

 i = 0;

 HP[tid] = null 

 while (i<NTID){

   while (HP[i]==r) 

        skip 

   i++

 }

 free (r)

}

pop() {
 L1: t = Top
 
 HP[tid] = t 

 if (t != Top) goto L1   

 s=t.n

 if (!CAS(&Top,t,s))
   goto L1

 retire(t) 
}
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“weird” races
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 x = new Node(k) 
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 x.n = t
 if (!CAS(&Top,t,x))
   goto L2
}
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 HP[tid] = t 

 if (t != Top) goto L1   

 s=t.n

 if (!CAS(&Top,t,s))
   goto L1

 retire(t) 
}

115

s

5

t = 0x..772 
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“weird” races

Top

HP

1

2

3
n

n
t

pop() {
 L1: t=Top
 
 HP[tid] = t 

 if (t != Top) goto L1   

 s=t.n

 if (!CAS(&Top,t,s))
   goto L1

 retire(t) 
}

115

s

55

t = 0x..772 
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verification challenge

• verifying memory safety

• shared memory concurrency

• lock free data structures

• no GC 
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our solution

• idiom-based verification using temporal 
Separation Logic 

Monday, November 5, 12



agenda
• verification problem: memory safety of highly 

concurrent data structures

• temporal idioms in verification problem

• temporal separation logic

• Hoare Logic

• Rely/Guarantee reasoning 

• Separation Logic

• RGSep

Monday, November 5, 12



• RCU [McKenney Slingwine’98]

• Hazard Pointers [Michael’02]

• Pass the Buck [Herlihy Luchangco Moir’02]

• Epoch [Fraser Haris’03]

• programming methodologies

• per data structure specialization

idiom: grace period
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idiom: grace period

• pattern for temporal invariant  

• A since B ⇒ C

• idiomatic use of a temporal tautology

• ¬B since ¬ A ⇒ ¬(A since B)             
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π ⊨ A since B

π =
AAAAB

{B∧A}
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π ⊨ A since B

π =
AAAAB

{B∧A}

A since B
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π ⊨ A since B ⇒ C

π =
AAAAB
A since B

{B∧A}
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π ⊨ A since B ⇒ C

π =
AAAAB
A since B

{B∧A}

C⇒
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π ⊨ A since B ⇒ C

π =
AAAAB
A since B

{B∧A}

C⇒

Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 
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π ⊨ A since B ⇒ C

π =
AAAAB
A since B

{B∧A}

C⇒

Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 

if a hazard pointer points to an object continuously 
since the object is “safe” (in the data structure) then 
the object is not reclaimed 
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π =
AAAAB
A since B∧A

{B∧A}

C⇒

Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 

π =
¬B¬B¬B¬B¬A
¬B since ¬A

π ⊨ A since B ⇒ C
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π =
AAAAB
A since B∧A

{B∧A}

C⇒

Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 

π =
¬B¬B¬B¬B¬A
¬B since ¬A

       ¬B since ¬A ⇒ ¬(A since B)             

π ⊨ A since B ⇒ C
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π =
AAAAB
A since B∧A

{B∧A}

C⇒

Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 

π =
¬B¬B¬B¬B¬A
¬B since ¬A

       ¬B since ¬A ⇒ ¬(A since B)             

¬(A since B)

π ⊨ A since B ⇒ C
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π =
AAAAB
A since B∧A

{B∧A}

C⇒

Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 

π =
¬B¬B¬B¬B¬A
¬B since ¬A

       ¬B since ¬A ⇒ ¬(A since B)             

¬(A since B)
C?

π ⊨ A since B ⇒ C
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π =
AAAAB
A since B∧A

{B∧A}

C⇒

Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 

π =
¬B¬B¬B¬B¬A
¬B since ¬A

       ¬B since ¬A ⇒ ¬(A since B)             

¬(A since B)
C?

π ⊨ A since B ⇒ C

the invariant holds 
regardless of C
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{B∧A}

Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 

π ⊨ A since B ⇒ C
pop() {
 L1: t=Top
 

 HP[tid] = t 

 if (t != Top) goto L1   

 
 s=t.n

 if (!CAS(&Top,t,s))
   goto L1

 retire(t) 
}
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{B∧A}

Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 

π ⊨ A since B ⇒ C
pop() {
 L1: t=Top
 

 HP[tid] = t 

 if (t != Top) goto L1   

 
 s=t.n

 if (!CAS(&Top,t,s))
   goto L1

 retire(t) 
}

{ Atid,t: HP[tid]=t }
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Top=t ∧ HP[tid]=t

{B∧A}

Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 

π ⊨ A since B ⇒ C
pop() {
 L1: t=Top
 

 HP[tid] = t 

 if (t != Top) goto L1   

 
 s=t.n

 if (!CAS(&Top,t,s))
   goto L1

 retire(t) 
}

{ Atid,t: HP[tid]=t }
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Top=t ∧ HP[tid]=t

{B∧A}

Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 

π ⊨ A since B ⇒ C
pop() {
 L1: t=Top
 

 HP[tid] = t 

 if (t != Top) goto L1   

 
 s=t.n

 if (!CAS(&Top,t,s))
   goto L1

 retire(t) 
}

{ Atid,t: HP[tid]=t }

{ Atid,t: since Bt: HP[tid]=t since Top=t ∧ HP[tid]=t}
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Top=t ∧ HP[tid]=t

{B∧A}
⇒

Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 

π ⊨ A since B ⇒ C
pop() {
 L1: t=Top
 

 HP[tid] = t 

 if (t != Top) goto L1   

 
 s=t.n

 if (!CAS(&Top,t,s))
   goto L1

 retire(t) 
}

{ Atid,t: HP[tid]=t }

{ Atid,t: since Bt: HP[tid]=t since Top=t ∧ HP[tid]=t}

{ Ct: t is allocated}
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{B∧A}

retire(N r) {

 

 i = 0;

 while(i < NTID){

   while (HP[i] == r) skip

   i++

 }

 free (r)

}

π ⊨ A since B ⇒ C
Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 
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{B∧A}

retire(N r) {

 

 i = 0;

 while(i < NTID){

   while (HP[i] == r) skip

   i++

 }

 free (r)

}

{ ¬Bt: Top≠r }

π ⊨ A since B ⇒ C
Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 
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{B∧A}

retire(N r) {

 

 i = 0;

 while(i < NTID){

   while (HP[i] == r) skip

   i++

 }

 free (r)

}

{ ¬Bt: Top≠r }

π ⊨ A since B ⇒ C

Top≠r ∧ HP[i]≠r

Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 
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{B∧A}

retire(N r) {

 

 i = 0;

 while(i < NTID){

   while (HP[i] == r) skip

   i++

 }

 free (r)

}

{ ¬Bt: Top≠r }

π ⊨ A since B ⇒ C

Top≠r ∧ HP[i]≠r

{∀i≤NTID.¬Br since ¬Ai,r : 
∀i≤NTID. Top≠r since Top≠r} 

Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 
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{B∧A}

retire(N r) {

 

 i = 0;

 while(i < NTID){

   while (HP[i] == r) skip

   i++

 }

 free (r)

}

{ ¬Bt: Top≠r }

π ⊨ A since B ⇒ C

Top≠r ∧ HP[i]≠r

{∀i≤NTID.¬Br since ¬Ai,r : 
∀i≤NTID. Top≠r since Top≠r} 

¬B since ¬ A ⇒ ¬(A since B)             

Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 
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{B∧A}

retire(N r) {

 

 i = 0;

 while(i < NTID){

   while (HP[i] == r) skip

   i++

 }

 free (r)

}

{ ¬Bt: Top≠r }

π ⊨ A since B ⇒ C

Top≠r ∧ HP[i]≠r

{∀i≤NTID.¬Br since ¬Ai,r : 
∀i≤NTID. Top≠r since Top≠r} 

¬B since ¬ A ⇒ ¬(A since B)             

⇒
∀i≤NTID. ¬(HP[i]=r since Top=r)} 

Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 
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{B∧A}

retire(N r) {

 

 i = 0;

 while(i < NTID){

   while (HP[i] == r) skip

   i++

 }

 free (r)

}

{ ¬Bt: Top≠r }

π ⊨ A since B ⇒ C

Top≠r ∧ HP[i]≠r

{∀i≤NTID.¬Br since ¬Ai,r : 
∀i≤NTID. Top≠r since Top≠r} 

¬B since ¬ A ⇒ ¬(A since B)             

⇒
 // r can be deallocated 

∀i≤NTID. ¬(HP[i]=r since Top=r)} 

Ai,x: HP[i] = x
Bx:  Top = x   
Cx:  x is allocated

∀ location x∀ Tid i 
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agenda
• verification problem: memory safety of highly 

concurrent data structures

• temporal idioms in verification problem

• temporal separation logic

• Hoare Logic

• Rely/Guarantee reasoning 

• Separation Logic

• RGSep
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Hoare logics

• programming language

• assertion language

• Hoare triples

• proof rules
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programming language

• P = C || ... || C

• C = c | C;C | C+C | C* 

• c  = x := n  | x := y + z | assert (x = y) | ... 

• no heap
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small step operational 
semantics

• σ ∈ ∑ = Var → Int

• σ =[x↦9, y↦3]

⟨C1 || ... || Ct ||... || Cn,  σ⟩ →
⟨C1 || ... || C’t ||... || Cn,  σ’⟩

⟨Ct, σ⟩ ↝ ⟨C’t, σ’⟩
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assertion language

• A =  p | p ⋀ p | p ⋁ p | ∃ x. p(x)  | ... 

• p  = x = n | x > n | ... 

• [[p]] = 2∑

• [[ x = 3 ⋀ y > 4]] = {σ ∈ ∑ | σ(x)=3 ⋀ σ(y) > 4}
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Hoare triples

• {P} C {Q}

• P, Q are assertions

• C command

• {P} C {Q} = ∀σ∈[[P]] if (C,σ) →* σ  then σ ∈ [[Q]]
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proof rules
Figure 1 Proof rules of the logic

R,G,⌥ ` {P1}C1 {P2}
R,G,⌥ ` {P2}C2 {P3}

R,G,⌥ ` {P1}C1;C2 {P3}
SEQ

R,G,⌥ ` {P}C1 {Q}
R,G,⌥ ` {P}C2 {Q}

R,G,⌥ ` {P}C1 + C2 {Q} CHOICE

R,G,⌥ ` {P}C {P}
R,G,⌥ ` {P}C⇤ {P} LOOP

R,G,⌥ ` {P1}C {Q1}
R,G,⌥ ` {P2}C {Q2}

R,G,⌥ ` {P1 _ P2}C {Q1 _Q2}
DISJ

l | p
s

 q
s

2 G
P =) (p ⇤ l) ^ ⌧ ^ p

s

;, ;, true ` {p ⇤ l ⇤ p
s

}C {q ⇤ q
s

}
q ^ (⌧ / q

s

) ) ⌥ ^Q

R,G,⌥ ` {P} hCi {Q} SHARED - NEW

Q =) ⌥

Q is stable under R,⌥
;, G, true ` {P} hC i {Q}
R,G,⌥ ` {P} hCi {Q} SHARED - NEW

f
c

(JP K) v JQK
R,G,⌥ ` {P} c {Q} LOCAL

R,G,⌥ ` {P}C {Q} F is stable wrt. R [G, ;, ⌥.
R,G,⌥ ` {P ⇤ F}C {Q ⇤ F} FRAME

R1, G1,⌥ ` {P1}C1 {Q1} . . . R
n

, G
n

,⌥ ` {P
n

}C
n

{Q
n

}
where R

t

=

S
{G

k

| 1  k  n ^ k 6= t}
` {P1 ⇤ . . . ⇤ Pn

}C1 k . . . k C
n

{Q1 ⇤ . . . ⇤Qn

} PAR

P ) P1 R ) R1 G1 ) G Q1 ) Q

R1, G1,⌥ ` {P1}C {Q1}
R,G,⌥ ` {P}C {Q}

CONSEQ

R,G,⌥ ` {P}C {Q} x is fresh wrt. R, G, ⌥, and C - only ⌥?
R,G,⌥ ` {9x. P}C {9x.Q} EXISTS

R,G,⌥ ` {P}C {Q} x is fresh wrt. R, G, ⌥, and C - only ⌥?
R,G,⌥ ` {8x. P}C {8x.Q} FORALL

R,G,⌥ ` {P1}C {Q2} R,G,⌥ ` {P2}C {Q2}
R,G,⌥ ` {P1 ^ P2}C {Q1 ^Q2}

CONJ

R,G,⌥ ` {P ^⌥}C {Q}
R,G,⌥ ` {P}C {Q}

this doesn’t look pretty; is it better to to this via Shared or Conseq?

An assertion P is stable under an action l | p  q and a
temporal invariant ⌥ if it is insensitive to changes to the shared
state permitted by the action that preserve the invariant:

8✓
l

, ⌘, ✓
s

, ✓0
l

, ✓0
s

, i. (✓
l

, ⌘✓
s

, i |= P ) ^
(✓0

l

, i) 2 JlK ^ (✓
s

, i) 2 JpK ^ (✓0
s

, i) 2 JqK ^
(⌘✓

s

, i) 2 J⌥K ^ (⌘✓
s

✓0
s

, i) 2 J⌥K ^
(✓

l

⇤ ✓0
l

⇤ ✓
s

)# ^ (✓
l

⇤ ✓0
s

)# =) (✓
l

, ⌘✓
s

✓0
s

, i |= P ),

AG: explain stability in particular the guards and defindedness

NR: optional: consider language of stable assertions.

AG: Discuss the invariant introduction rule with Hongseok

AG: sort out free variables in the invariant

An assertion is stable under a rely R when it is stable under
every action in R. We require that in a judgement R,G,⌥ `
{P}C {Q}, the assertions P and Q be stable under R. Note that
this makes use of the guard l: the environment is not allowed to
execute the action when its guard ✓

l

is inconsistent with the current
local and shared states.

NR: Explain Shared, Frame, stability

3. Useful subset of Abstract Logic
3.1 Concrete States
In our examples we use a particular instantiation of the abstract
logic presented in Section 2, choosing our separation algebra State
as an extension of the RAM model with three kinds of permissions:
1, m, and e.

Loc = {1, 2, . . .}; Val = Z; RAM
r

= Loc *
fin

Val⇥{1,m, e}.
We refer to 1 as a full permission, to m as a master permission, and
to e as an existential permission.

Let E,F range over expressions over logical variables (such
expressions are enough for our purposes). Our assertion language
includes three new atomic assertions E 7! F , E 7!m F , and
E 7!e F , which denotes states with the only allocated cell at the
address E containing F , with the full permission (1), the master
permission and the existential permission (e), respectively:

[JEKi : JF Ki], i |= E 7! F ⇥ 1,
[JEKi : JF Ki], i |= E 7! F ⇥m, and
[JEKi : JF Ki], i |= E 7! F ⇥ e,

where JEKi denotes the value of the expression E with respect to
the interpretation i.

The ⇤ operator on RAM
r

is defined as a union combines to be
a union of functions with either disjoint domains, or that for every
location in their common domain one state has a master permission
and one state has an existential permission. In the latter case, the
⇤ operator merges the two permissions into one full permission. In
all other cases, ⇤ is not defined.

AG: m + e = 1. m + m, e + e - undefined. check with examples
what m and e should allow (and whether e should really be r)

AG: change to e+e = 1 the rest not important + copy paste and
modify from rcu.

3.2 Specialised Proof Rules
In our proofs, we only use a limited number of tautologies involv-
ing since and a particular form of a temporal invariant. We use

3 2012/5/6
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proof rules & separationSeparation in Hoare logic:  Two important rules 

Rule of constancy

Disjoint parallelism rule

What about programs with pointers?

{ P } C { Q }
{ P ∧ R } C { Q ∧ R } 

fv(R) ∩ mod(C) = ∅

{ P1 } C1 { Q1 }         { P2 } C2 { Q2 }
{ P1 ∧ P2 } C1 || C2 { Q1 ∧ Q2 } 

fv(P1,C1,Q1) ∩ mod(C2) = ∅
fv(P2,C2,Q2) ∩ mod(C1) = ∅

3
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proof rules & separationSeparation in Hoare logic:  Two important rules 

Rule of constancy

Disjoint parallelism rule

What about programs with pointers?

{ P } C { Q }
{ P ∧ R } C { Q ∧ R } 

fv(R) ∩ mod(C) = ∅

{ P1 } C1 { Q1 }         { P2 } C2 { Q2 }
{ P1 ∧ P2 } C1 || C2 { Q1 ∧ Q2 } 

fv(P1,C1,Q1) ∩ mod(C2) = ∅
fv(P2,C2,Q2) ∩ mod(C1) = ∅

3

aliasing
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proof rules & separationSeparation in Hoare logic:  Two important rules 

Rule of constancy

Disjoint parallelism rule

What about programs with pointers?

{ P } C { Q }
{ P ∧ R } C { Q ∧ R } 

fv(R) ∩ mod(C) = ∅

{ P1 } C1 { Q1 }         { P2 } C2 { Q2 }
{ P1 ∧ P2 } C1 || C2 { Q1 ∧ Q2 } 

fv(P1,C1,Q1) ∩ mod(C2) = ∅
fv(P2,C2,Q2) ∩ mod(C1) = ∅

3

aliasing

shared resources
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problem: interference

{x = 0} x:=1 {x=1}

{x = 0 ⋀ y = 0} x:=1 {x=1 ⋀ y = 0}
fv(y = 0) ∩ fv(x:=1) = ∅
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problem: interference

{x = 0} x:=1 {x=1}

{x = 0 ⋀ y = 0} x:=1 {x=1 ⋀ y = 0}
fv(y = 0) ∩ fv(x:=1) = ∅

x

y
0 x:=1

x

y
1aliasing

Monday, November 5, 12



problem: interference

{x = 0} x:=1 {x=1}

{x = 0 ⋀ y = 0} x:=1 {x=1 ⋀ y = 0}
fv(y = 0) ∩ fv(x:=1) = ∅

x

y
0 x:=1

x

y
1

{true} x:=1 {x=1}    {true} x:=1 {x=1}

{true} x:=1|| x:=1 {?}

   fv(x:=1) ∩ 

  fv(x:=1) ≠ ∅

aliasing

shared resources
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Hoare logics + R/G

• programming language 

• assertion language 

• Hoare triples

• proof rules 

Monday, November 5, 12



Hoare triples

• R,G ⊢ {P} C {Q}

• R,G describe interference: [[R]] = [[G]] ∈ ∑ x ∑

• R,G ⊢ {P} C {Q} = ∀σ∈[[P]] if every transition of       
C is in [[R]] and every transition of the environment is 
in [[G]] and (C,σ) →* σ  then σ ∈ [[Q]]
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proof rules
R ∪ G’, G ⊢ {P} C {Q}    
R ∪ G, G’ ⊢ {P} C’ {Q}

R , G ∪ G’ ⊢ {P} C || C’ {Q}    

∅,G ⊢{true} x:=1 {x=1}
∅,G’ ⊢{true} x:=1 {x=1} 

∅,G ∪ G’ ⊢{true ⋀ true} x:=1|| x:=1 {x=1 ⋀ x = 1}

G = G’ = {(x =n) ↝ (x =1) | n ∈ Nat}
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stability
• R,G ⊢ {P} C {Q}

• R,G describe interference: [[R]] = [[G]] ∈ ∑ x ∑

• P, Q are stable under R: 

• ∀σ, σ’ if σ∈[[P]]  and (σ, σ’) ∈[[R]] then  σ’∈[[P]]

• R,G ⊢ {P} C {Q} = ∀σ∈[[P]] if every transition of       
C is in [[R]] and every transition of the environment is 
in [[G]] and (C,σ) →* σ  then σ ∈ [[Q]]
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separation logic

• programming language 

• assertion language 

• Hoare triples

• proof rules 
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separation logic

• programming language 

• assertion language 

• Hoare triples

• proof rules 

• SL is a convenient logic to reason on heaps
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programming language

• P = C || ... || C

• C = c | C;C | C+C | C* 

• c  = x := n  | x := y + z | assert (x = y) | ...             
x := new()  | [x] := y | x := [y] | free(x)
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programming language

• P = C || ... || C

• C = c | C;C | C+C | C* 

• c  = x := n  | x := y + z | assert (x = y) | ... 

• σ ∈ ∑   substates

x := new()  | [x] := y | x := [y] | free(x)
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RAM model

• Σ = Loc → Val 

• [7↦9, 9↦3]

• σ * σ’ = disjoint union

• [7↦9, 9↦3] * [10↦9] = [7↦9, 9↦3,10↦9] 

• [7↦9, 9↦3] * [9↦3] = undefined

• emp = []
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separation algebra

• (Σ, *, e) - cancelative partial commutative monoid

• Σ set

• σ * σ’ = σ’ * σ ∊ Σ or undefined

• σ * e = e * σ = σ

• σ * σ’ = σ * σ”  implies  σ’ = σ”  

• σ # σ’ iff  σ * σ’ 

• σ ⊑σ‘  iff  ∃σ’’.  σ * σ’’ = σ’
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local actions

• [[c]] : Σ→ 2    ∪ { T }

• σ ⊑σ’  iff  ∃σ’’.  σ * σ’’ = σ’ ∨ σ’ = T

• [[c]](σ * σ’) ⊑ [[c]](σ) * σ’

• [[ [7]:=3 ]] ([ 7↦2 ]*[3↦2]) ⊑ [[ [7]:=3 ]] ([7↦2 , 3↦2])

• σ ⊑ σ’:  [[c]](σ) ≠ T implies [[c]](σ) ≠ T (safe monotonicity)

• σ = σ0 * σ1: [[c]](σ0)≠T and σ’∊[[c]](σ)                           
implies ∃σ0’. σ0’∊[[c]](σ0) and σ’ = σ0’* σ1 (frame property)

Σ

• [[ [7]:=3 ]] ([ 7↦2]) = ([7↦3])

• [[ [7]:=3 ]] ([ 7↦2] * [3↦2]) = ([7↦3 , 3↦2])

• [[ [7]:=3 ]] ([ 8↦2] * [3↦2]) = T
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local actions

• [[c]] : Σ→ 2    ∪ { T }

• σ ⊑σ’  iff  ∃σ’’.  σ * σ’’ = σ’ ∨ σ’ = T

• σ ⊑ σ”:  [[c]](σ) ≠ T implies [[c]](σ”) ≠ T (safe monotonicity)

• [[c]](σ0)≠T and σ’∊[[c]](σ0 * σ1) implies ∃σ0’. σ0’∊[[c]](σ0) and 
σ’ = σ0’* σ1 (frame property)

• [[c]](σ * σ’) ⊑ [[c]](σ) * σ’

• [[ [7]:=3 ]] ([7↦2]*[3↦2]) ⊑ [[ [7]:=3 ]] ([ 7↦2 ])*[3↦2] 

Σ
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assertion language

• SL has a convenient syntax to describe heaps

Points-to assertions

SL: convenient syntax for describing the heap

q 5 nil q � 5,nil

r 10 r � 10,r

heap(q) = 5 ∧
heap(q+1) = nil

p 5 p � 5 heap(p) = 5

5
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assertion language
Conjunction

p � 5,nil  ∧ p=q

q 5 nil

p 5 nil

p
5 nil

q

Q: What does p � 5,nil  ∧ q � 5,nil  denote?

p � 5,nil  ∧ q � 5,nil ∧ p ≠ q

p � 5,nil ∗ q � 5,nil

6

• SL has a convenient syntax to describe heaps
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assertion language
A bigger assertion

p 5 6 7

∃q r.  p � 5,q ∗ q � 6,r ∗ r � 7,p 

8

• SL has a convenient syntax to describe heaps

Inductive definitions: list segments

listseg(x,y)          x = y  ∨   ∃v z. x � v,z ∗ listseg(z,y) 

x=y x listseg y

Q: What does  listseg(p,p)  denote?

def

10

Inductive definitions: list segments

listseg(x,y)          x = y  ∨   ∃v z. x � v,z ∗ listseg(z,y) 

x=y x listseg y

Q: What does  listseg(p,p)  denote?

def

10
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Hoare triples

• {P} C {Q}

• precondition must specify cells accessed by C

• error avoiding meaning

Separation logic triples

Just as in Hoare logic...

                                     { P }  C  { Q }

... but the precondition must specify all cells the program accesses:

        { p � 5 }  [p] := 10  { p � 10 }

        { p � 5 ∗ q � 6 }  [p] := 10  { true }

        { true }  [p] := 10  { true }

11
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frame ruleFrame rule

{ P } C { Q }

{ P ∗ R } C { Q ∗ R } 
fv(R) ∩ mod(C) = ∅

{ p � 5 ∗ q � 6 }  [p] := 10  { p � 10 ∗ q � 6 }

{ p � 5 }  [p] := 10  { p � 10 }

Example: 

12
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disjoint concurrencyDisjoint concurrency

{ P1 } C1 { Q1 }          { P2 } C2 { Q2 }

{ P1 ∗ P2 } C1 || C2 { Q1 ∗ Q2  } 

Well-specified processes ‘mind their own business’

fv(P1,C1,Q1) ∩ mod(C2) = ∅
fv(P2,C2,Q2) ∩ mod(C1) = ∅

13

C1 and C2 manipulate disjoint parts of the heap and 
share access to unmodified variables
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RGSep

• programming language 

• assertion language 

• Hoare triples

• proof rules 
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RGSep

• programming language 

• assertion language 

• Hoare triples

• proof rules 

• heaps + fine-grained concurrency
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programming language
• P = C || ... || C

• C = c | C;C | C+C | C*|〈C〉 

• c  = x := n  | x := y + z | assert (x = y) | ... 

• σ ∈ ∑   local substate + global state

x := new()  | [x] := y | x := [y] | free(x)
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global view

t1‘s local state

tn’s local state
...
...

tt’s local state
shared
state

heapstack

R/GSL
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tt’s local state’↝tt’s local state

thread’s op environment

↝... ↝ 

local view

tt’s local state’
shared
state

shared
state’

shared
state”
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local view
Rt,Gt ⊆ (shared state) x (shared state) 

•↝• ∊ Gt •↝• ∊ Rt assert assume

tt’s local state’↝tt’s local state

thread’s op environment

↝... ↝ tt’s local state’
shared
state

shared
state’

shared
state”
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assertion language

• P,Q,R - assertions in separation logic

• p,q,r - assertions in RGSep

• p =  P | P | p * p | p ∨ p | ∀x. p | ∃x.p

• [[p]] = 2   

shared state

local state

Σ x Σ
Monday, November 5, 12



assertion language

• p =  P | P | p * p | p ∨ p | ∀x. p | ∃x.p

• [[p]] = 2  Σ x Σ

• (l, s) ⊨ P ⇔  l ⊨ P

• (l, s) ⊨ P ⇔  s ⊨ P

• (l, s) ⊨ p * q ⇔ ∃ l’,l’’ . l = l’ * l’’ ⋀ 
(l’, s) ⊨ p ⋀  (l’’, s) ⊨ q 
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proof rules

R ∪ G’, G ⊢ {p} C {q’}    
R ∪ G, G’ ⊢ {p’} C’ {q’}

R , G ∪ G’ ⊢ {p * p’} C || C’ {q * q’}    

(l, s) ⊨ p * q ⇔ ∃ l’,l’’ . l = l’ * l’’ ⋀ 
(l’, s) ⊨ p ⋀  (l’’, s) ⊨ q 
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proof rules

p, q  stable under R 
∅ , G ⊢ {p} ⟨C⟩ {q}    

R , G ⊢ {p} ⟨C⟩ {q}    

(P’,Q’) ∈ G
{P * P’} ⟨C⟩ {Q * Q’}    

R , G ⊢ {P * P’ } ⟨C⟩ {Q * Q’ }    
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grace logic

• programming language 

• assertion language 

• Hoare triples

• proof rules 
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grace logic

• programming language 

• assertion language 

• Hoare triples

• proof rules 

• RGSep + temporal assertions
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global view

t1‘s local state

tn’s local state
...
...

tt’s local state
shared
state

R/GSL

shared
state

shared
state

...
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tt’s local state’↝tt’s local state

thread’s op environment

↝... ↝ 

local view

tt’s local state’
shared
state

shared
state’

shared
state”

shared
state

...

...

shared
state’

shared
state

...

...
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tt’s local state’↝tt’s local state

thread’s op environment

↝... ↝ 

local view

tt’s local state’
shared
state

shared
state’

shared
state”

shared
state

...

...

shared
state’

shared
state

...

...

Rt,Gt ⊆ (shared state) x (shared state) 

•↝• ∊ Gt •↝• ∊ Rt assert assume
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assertion language

range over expressions over logical variables (such expressions are
enough for our purposes). Then we can extend the assertion lan-
guage with E 7! F , which denotes states with the only allocated
cell at the address E containing F : [JEKi : JF Ki], i |= E 7! F ,
where JEKi denotes the value of the expression E with respect to
the interpretation i.

Assertions for worlds. A world consists of a thread-local state,
a history of the shared state and an interpretation of the logical
variables:
⌘ 2 History = State+;
! 2 World = {(✓, ⌘, i) 2 State⇥ History⇥ LInt | (✓ ⇤ ⌘|⌘|)#}.
A history is a sequence of abstract states describing the evolution
of the shared part of the heap. We denote the length of a history ⌘
with |⌘|, its ith element with ⌘

i

, and its ith prefix, with ⌘|
i

. We refer
to ⌘|⌘|, the last state in a history ⌘, as the current shared state. The
history records every shared state that arises from of the program
and up to and including the current one. Note that in every world,
the combination of the local state and the current shared state must
be defined.

AG: make sure that proofs have ^ between local and shared

The assertions denoting sets of worlds are as follows:

⌧,⌥ ::= p | true | ¬⌧ | ⌧1 ) ⌧2 | 9x. ⌧ | ⌧1 since ⌧2 | ⌧ / p
P,Q ::= p | ⌧ | true | ¬P | P ) Q | 9x. P | P ⇤Q

The semantics of assertions is as follows:
✓, ⌘, i |= p () ✓, i |= p
✓, ⌘, i |= ⌧ () ⌘, i |= ⌧
✓, ⌘, i |= 9x. P () 9u. (✓, ⌘, i[x : u]) |= P
✓, ⌘, i |= 8x. P () 8u. (✓, ⌘, i[x : u]) |= P
✓, ⌘, i |= P ⇤Q () 9✓0, ✓00. (✓ = ✓0 ⇤ ✓00) ^

(✓0, ⌘, i |= P ) ^ (✓00, ⌘, i |= Q)

An assertion P⇤Q denotes configuration in which the the local state
can be divided into two parts such that one of them together with the
shared state and the history satisfies Q and the other together with
the (same) shared state and the (same) history satisfies Q. Note that
⇤ is additive on the shared partition and the history because threads
do not own it, but only have particular views of its state. Also note
that p does not restrict the shared state and ⌧ does not restrict the
private state. Any correlations between the parts is expressed only
via logical variables.

An assertion ⌧ denotes a set of histories, i.e., ⌧ ✓ History:

⌘, i |= p () ⌘|⌘|, i |= p
⌘, i |= ⌧1 since ⌧2 () 9i 2 {1, . . . , |⌘|}. (⌘|

i

, i |= ⌧1) ^
8j 2 {i, . . . , |⌘|}. (⌘|

j

, i |= ⌧2)
⌘, i |= ⌧ / p () 9⌘0. ⌘ = ⌘0✓ ^ ⌘0, i |= ⌧ ^ ✓ |= p

As a matter of convention, we conflate histories of length 1 with
single states. The assertion p denotes a set of abstract states. Thus,
it has the same interpretation as the assertion p described above.
We write p inside a box to denote that it describes the part of the
heap shared by all threads.

NR: describe since and extends

2.2 Actions
AG: add precision, describe the requirements on actions in a
formal way

The judgements of our logic include guarded forms of relies and
guarantees determining how an environment or a command can
change the shared state, respectively. We define them by a set of

actions
Action = 2

State⇥State⇥State .

We use R and G as metavariables to range over subsets of Action,
and write actions in Action in the form l | p  q, where l, p,
and q are assertions describing abstract states. Informally, p and q
describe the shared state before and after the action, respectively.
The assertion l is called a guard: it describes requirement from the
thread to have possession of a piece of state in its local state, thus
functioning as a permission to do so. The action l | p  q thus
can be performed only by a thread which has already established
ownership of l to change a shared state that satisfies p into one that
satisfies q.

The actions are global, i.e., the describe the change to the whole
state, however, they are of the form

l | p ⇤X  q ⇤X
where p and q are precise and X ranges over heaps. this is required
so we can show in the shared rule that we do not change the shared
state in a way which violates the invariant.

Example TODO

2.3 Proof system
The judgements of the logic have the form R,G,⌥ ` {P}C {Q}.
Here G describe the set of atomic changes that a thread executing
C can make to the shared state and ⌥ is a temporal invariant
which describes properties of the shared state and their histories
which every thread must respect. Note that P , and Q denote sets of
worlds where R and G denote sets of actions and ⌥ denotes sets of
histories.

The proof rules of our logic are given in Figure 1. The rules
for composite commands are the standard rules of Hoare logic.
We have a single axiom for primitive commands executing on the
thread-local state (LOCAL), which allows any pre- and postcondi-
tions consistent with the semantics of the command. To formulate
it, we lift the transformers f

c

: State ! P(State)> from Section 1
to worlds:

f
c

(✓, ⌘, i) = {(✓0, ⌘, i) | ✓0 2 f
c

(✓) ^ (✓0 ⇤ ⌘|⌘|)#},
if f

c

(✓) 6= >; f
c

(✓, ⌘, i) = >, otherwise. We then lift the resulting
transformers to sets of worlds pointwise.

The SHARED rules allows atomic commands to operate on the
shared state according to an action l | p  q permitted by the
corresponding guarantee. The rule requires that the guard l be in
the local state of the thread executing the action. In our proofs, we
mark commands c accessing the shared state as hci.

The FRAME rule ensures that if a command C is safe when
run from states in P , then it does not touch an extra piece of state
described by F . We explain the requirement of stability below.
Finally, the PAR rule combines judgements about several threads.
The threads must agree on the guarantees provided by readers
and writers and initially start outside of any critical sections. Pre-
and postconditions of threads in the premisses of the rule are ⇤-
conjoined in the conclusion. According to the semantics of the
assertion language, this composes the local states of the threads and
enforces that the threads have the same view of the shared state.

AG: Explain proof rules. Copy and paste from RCU/AG’s
thesis

2.3.1 Stability
The above proof system reasons about every thread separately, but
does not yet take into account the interference from other threads
in the program. As is typical for proof systems based on rely-
guarantee, we remedy this using the concept of stability.
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range over expressions over logical variables (such expressions are
enough for our purposes). Then we can extend the assertion lan-
guage with E 7! F , which denotes states with the only allocated
cell at the address E containing F : [JEKi : JF Ki], i |= E 7! F ,
where JEKi denotes the value of the expression E with respect to
the interpretation i.

Assertions for worlds. A world consists of a thread-local state,
a history of the shared state and an interpretation of the logical
variables:
⌘ 2 History = State+;
! 2 World = {(✓, ⌘, i) 2 State⇥ History⇥ LInt | (✓ ⇤ ⌘|⌘|)#}.
A history is a sequence of abstract states describing the evolution
of the shared part of the heap. We denote the length of a history ⌘
with |⌘|, its ith element with ⌘

i

, and its ith prefix, with ⌘|
i

. We refer
to ⌘|⌘|, the last state in a history ⌘, as the current shared state. The
history records every shared state that arises from of the program
and up to and including the current one. Note that in every world,
the combination of the local state and the current shared state must
be defined.

AG: make sure that proofs have ^ between local and shared

The assertions denoting sets of worlds are as follows:

⌧,⌥ ::= p | true | ¬⌧ | ⌧1 ) ⌧2 | 9x. ⌧ | ⌧1 since ⌧2 | ⌧ / p
P,Q ::= p | ⌧ | true | ¬P | P ) Q | 9x. P | P ⇤Q

The semantics of assertions is as follows:
✓, ⌘, i |= p () ✓, i |= p
✓, ⌘, i |= ⌧ () ⌘, i |= ⌧
✓, ⌘, i |= 9x. P () 9u. (✓, ⌘, i[x : u]) |= P
✓, ⌘, i |= 8x. P () 8u. (✓, ⌘, i[x : u]) |= P
✓, ⌘, i |= P ⇤Q () 9✓0, ✓00. (✓ = ✓0 ⇤ ✓00) ^

(✓0, ⌘, i |= P ) ^ (✓00, ⌘, i |= Q)

An assertion P⇤Q denotes configuration in which the the local state
can be divided into two parts such that one of them together with the
shared state and the history satisfies Q and the other together with
the (same) shared state and the (same) history satisfies Q. Note that
⇤ is additive on the shared partition and the history because threads
do not own it, but only have particular views of its state. Also note
that p does not restrict the shared state and ⌧ does not restrict the
private state. Any correlations between the parts is expressed only
via logical variables.

An assertion ⌧ denotes a set of histories, i.e., ⌧ ✓ History:

⌘, i |= p () ⌘|⌘|, i |= p
⌘, i |= ⌧1 since ⌧2 () 9i 2 {1, . . . , |⌘|}. (⌘|

i

, i |= ⌧1) ^
8j 2 {i, . . . , |⌘|}. (⌘|

j

, i |= ⌧2)
⌘, i |= ⌧ / p () 9⌘0. ⌘ = ⌘0✓ ^ ⌘0, i |= ⌧ ^ ✓ |= p

As a matter of convention, we conflate histories of length 1 with
single states. The assertion p denotes a set of abstract states. Thus,
it has the same interpretation as the assertion p described above.
We write p inside a box to denote that it describes the part of the
heap shared by all threads.

NR: describe since and extends

2.2 Actions
AG: add precision, describe the requirements on actions in a
formal way

The judgements of our logic include guarded forms of relies and
guarantees determining how an environment or a command can
change the shared state, respectively. We define them by a set of

actions
Action = 2

State⇥State⇥State .

We use R and G as metavariables to range over subsets of Action,
and write actions in Action in the form l | p  q, where l, p,
and q are assertions describing abstract states. Informally, p and q
describe the shared state before and after the action, respectively.
The assertion l is called a guard: it describes requirement from the
thread to have possession of a piece of state in its local state, thus
functioning as a permission to do so. The action l | p  q thus
can be performed only by a thread which has already established
ownership of l to change a shared state that satisfies p into one that
satisfies q.

The actions are global, i.e., the describe the change to the whole
state, however, they are of the form

l | p ⇤X  q ⇤X
where p and q are precise and X ranges over heaps. this is required
so we can show in the shared rule that we do not change the shared
state in a way which violates the invariant.

Example TODO

2.3 Proof system
The judgements of the logic have the form R,G,⌥ ` {P}C {Q}.
Here G describe the set of atomic changes that a thread executing
C can make to the shared state and ⌥ is a temporal invariant
which describes properties of the shared state and their histories
which every thread must respect. Note that P , and Q denote sets of
worlds where R and G denote sets of actions and ⌥ denotes sets of
histories.

The proof rules of our logic are given in Figure 1. The rules
for composite commands are the standard rules of Hoare logic.
We have a single axiom for primitive commands executing on the
thread-local state (LOCAL), which allows any pre- and postcondi-
tions consistent with the semantics of the command. To formulate
it, we lift the transformers f

c

: State ! P(State)> from Section 1
to worlds:

f
c

(✓, ⌘, i) = {(✓0, ⌘, i) | ✓0 2 f
c

(✓) ^ (✓0 ⇤ ⌘|⌘|)#},
if f

c

(✓) 6= >; f
c

(✓, ⌘, i) = >, otherwise. We then lift the resulting
transformers to sets of worlds pointwise.

The SHARED rules allows atomic commands to operate on the
shared state according to an action l | p  q permitted by the
corresponding guarantee. The rule requires that the guard l be in
the local state of the thread executing the action. In our proofs, we
mark commands c accessing the shared state as hci.

The FRAME rule ensures that if a command C is safe when
run from states in P , then it does not touch an extra piece of state
described by F . We explain the requirement of stability below.
Finally, the PAR rule combines judgements about several threads.
The threads must agree on the guarantees provided by readers
and writers and initially start outside of any critical sections. Pre-
and postconditions of threads in the premisses of the rule are ⇤-
conjoined in the conclusion. According to the semantics of the
assertion language, this composes the local states of the threads and
enforces that the threads have the same view of the shared state.

AG: Explain proof rules. Copy and paste from RCU/AG’s
thesis

2.3.1 Stability
The above proof system reasons about every thread separately, but
does not yet take into account the interference from other threads
in the program. As is typical for proof systems based on rely-
guarantee, we remedy this using the concept of stability.

2 2012/5/6
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assertion language

range over expressions over logical variables (such expressions are
enough for our purposes). Then we can extend the assertion lan-
guage with E 7! F , which denotes states with the only allocated
cell at the address E containing F : [JEKi : JF Ki], i |= E 7! F ,
where JEKi denotes the value of the expression E with respect to
the interpretation i.

Assertions for worlds. A world consists of a thread-local state,
a history of the shared state and an interpretation of the logical
variables:
⌘ 2 History = State+;
! 2 World = {(✓, ⌘, i) 2 State⇥ History⇥ LInt | (✓ ⇤ ⌘|⌘|)#}.
A history is a sequence of abstract states describing the evolution
of the shared part of the heap. We denote the length of a history ⌘
with |⌘|, its ith element with ⌘

i

, and its ith prefix, with ⌘|
i

. We refer
to ⌘|⌘|, the last state in a history ⌘, as the current shared state. The
history records every shared state that arises from of the program
and up to and including the current one. Note that in every world,
the combination of the local state and the current shared state must
be defined.

AG: make sure that proofs have ^ between local and shared

The assertions denoting sets of worlds are as follows:

⌧,⌥ ::= p | true | ¬⌧ | ⌧1 ) ⌧2 | 9x. ⌧ | ⌧1 since ⌧2 | ⌧ / p
P,Q ::= p | ⌧ | true | ¬P | P ) Q | 9x. P | P ⇤Q

The semantics of assertions is as follows:
✓, ⌘, i |= p () ✓, i |= p
✓, ⌘, i |= ⌧ () ⌘, i |= ⌧
✓, ⌘, i |= 9x. P () 9u. (✓, ⌘, i[x : u]) |= P
✓, ⌘, i |= 8x. P () 8u. (✓, ⌘, i[x : u]) |= P
✓, ⌘, i |= P ⇤Q () 9✓0, ✓00. (✓ = ✓0 ⇤ ✓00) ^

(✓0, ⌘, i |= P ) ^ (✓00, ⌘, i |= Q)

An assertion P⇤Q denotes configuration in which the the local state
can be divided into two parts such that one of them together with the
shared state and the history satisfies Q and the other together with
the (same) shared state and the (same) history satisfies Q. Note that
⇤ is additive on the shared partition and the history because threads
do not own it, but only have particular views of its state. Also note
that p does not restrict the shared state and ⌧ does not restrict the
private state. Any correlations between the parts is expressed only
via logical variables.

An assertion ⌧ denotes a set of histories, i.e., ⌧ ✓ History:

⌘, i |= p () ⌘|⌘|, i |= p
⌘, i |= ⌧1 since ⌧2 () 9i 2 {1, . . . , |⌘|}. (⌘|

i

, i |= ⌧1) ^
8j 2 {i, . . . , |⌘|}. (⌘|

j

, i |= ⌧2)
⌘, i |= ⌧ / p () 9⌘0. ⌘ = ⌘0✓ ^ ⌘0, i |= ⌧ ^ ✓ |= p

As a matter of convention, we conflate histories of length 1 with
single states. The assertion p denotes a set of abstract states. Thus,
it has the same interpretation as the assertion p described above.
We write p inside a box to denote that it describes the part of the
heap shared by all threads.

NR: describe since and extends

2.2 Actions
AG: add precision, describe the requirements on actions in a
formal way

The judgements of our logic include guarded forms of relies and
guarantees determining how an environment or a command can
change the shared state, respectively. We define them by a set of

actions
Action = 2

State⇥State⇥State .

We use R and G as metavariables to range over subsets of Action,
and write actions in Action in the form l | p  q, where l, p,
and q are assertions describing abstract states. Informally, p and q
describe the shared state before and after the action, respectively.
The assertion l is called a guard: it describes requirement from the
thread to have possession of a piece of state in its local state, thus
functioning as a permission to do so. The action l | p  q thus
can be performed only by a thread which has already established
ownership of l to change a shared state that satisfies p into one that
satisfies q.

The actions are global, i.e., the describe the change to the whole
state, however, they are of the form

l | p ⇤X  q ⇤X
where p and q are precise and X ranges over heaps. this is required
so we can show in the shared rule that we do not change the shared
state in a way which violates the invariant.

Example TODO

2.3 Proof system
The judgements of the logic have the form R,G,⌥ ` {P}C {Q}.
Here G describe the set of atomic changes that a thread executing
C can make to the shared state and ⌥ is a temporal invariant
which describes properties of the shared state and their histories
which every thread must respect. Note that P , and Q denote sets of
worlds where R and G denote sets of actions and ⌥ denotes sets of
histories.

The proof rules of our logic are given in Figure 1. The rules
for composite commands are the standard rules of Hoare logic.
We have a single axiom for primitive commands executing on the
thread-local state (LOCAL), which allows any pre- and postcondi-
tions consistent with the semantics of the command. To formulate
it, we lift the transformers f

c

: State ! P(State)> from Section 1
to worlds:

f
c

(✓, ⌘, i) = {(✓0, ⌘, i) | ✓0 2 f
c

(✓) ^ (✓0 ⇤ ⌘|⌘|)#},
if f

c

(✓) 6= >; f
c

(✓, ⌘, i) = >, otherwise. We then lift the resulting
transformers to sets of worlds pointwise.

The SHARED rules allows atomic commands to operate on the
shared state according to an action l | p  q permitted by the
corresponding guarantee. The rule requires that the guard l be in
the local state of the thread executing the action. In our proofs, we
mark commands c accessing the shared state as hci.

The FRAME rule ensures that if a command C is safe when
run from states in P , then it does not touch an extra piece of state
described by F . We explain the requirement of stability below.
Finally, the PAR rule combines judgements about several threads.
The threads must agree on the guarantees provided by readers
and writers and initially start outside of any critical sections. Pre-
and postconditions of threads in the premisses of the rule are ⇤-
conjoined in the conclusion. According to the semantics of the
assertion language, this composes the local states of the threads and
enforces that the threads have the same view of the shared state.

AG: Explain proof rules. Copy and paste from RCU/AG’s
thesis

2.3.1 Stability
The above proof system reasons about every thread separately, but
does not yet take into account the interference from other threads
in the program. As is typical for proof systems based on rely-
guarantee, we remedy this using the concept of stability.
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range over expressions over logical variables (such expressions are
enough for our purposes). Then we can extend the assertion lan-
guage with E 7! F , which denotes states with the only allocated
cell at the address E containing F : [JEKi : JF Ki], i |= E 7! F ,
where JEKi denotes the value of the expression E with respect to
the interpretation i.

Assertions for worlds. A world consists of a thread-local state,
a history of the shared state and an interpretation of the logical
variables:
⌘ 2 History = State+;
! 2 World = {(✓, ⌘, i) 2 State⇥ History⇥ LInt | (✓ ⇤ ⌘|⌘|)#}.
A history is a sequence of abstract states describing the evolution
of the shared part of the heap. We denote the length of a history ⌘
with |⌘|, its ith element with ⌘

i

, and its ith prefix, with ⌘|
i

. We refer
to ⌘|⌘|, the last state in a history ⌘, as the current shared state. The
history records every shared state that arises from of the program
and up to and including the current one. Note that in every world,
the combination of the local state and the current shared state must
be defined.

AG: make sure that proofs have ^ between local and shared

The assertions denoting sets of worlds are as follows:

⌧,⌥ ::= p | true | ¬⌧ | ⌧1 ) ⌧2 | 9x. ⌧ | ⌧1 since ⌧2 | ⌧ / p
P,Q ::= p | ⌧ | true | ¬P | P ) Q | 9x. P | P ⇤Q

The semantics of assertions is as follows:
✓, ⌘, i |= p () ✓, i |= p
✓, ⌘, i |= ⌧ () ⌘, i |= ⌧
✓, ⌘, i |= 9x. P () 9u. (✓, ⌘, i[x : u]) |= P
✓, ⌘, i |= 8x. P () 8u. (✓, ⌘, i[x : u]) |= P
✓, ⌘, i |= P ⇤Q () 9✓0, ✓00. (✓ = ✓0 ⇤ ✓00) ^

(✓0, ⌘, i |= P ) ^ (✓00, ⌘, i |= Q)

An assertion P⇤Q denotes configuration in which the the local state
can be divided into two parts such that one of them together with the
shared state and the history satisfies Q and the other together with
the (same) shared state and the (same) history satisfies Q. Note that
⇤ is additive on the shared partition and the history because threads
do not own it, but only have particular views of its state. Also note
that p does not restrict the shared state and ⌧ does not restrict the
private state. Any correlations between the parts is expressed only
via logical variables.

An assertion ⌧ denotes a set of histories, i.e., ⌧ ✓ History:

⌘, i |= p () ⌘|⌘|, i |= p
⌘, i |= ⌧1 since ⌧2 () 9i 2 {1, . . . , |⌘|}. (⌘|

i

, i |= ⌧1) ^
8j 2 {i, . . . , |⌘|}. (⌘|

j

, i |= ⌧2)
⌘, i |= ⌧ / p () 9⌘0. ⌘ = ⌘0✓ ^ ⌘0, i |= ⌧ ^ ✓ |= p

As a matter of convention, we conflate histories of length 1 with
single states. The assertion p denotes a set of abstract states. Thus,
it has the same interpretation as the assertion p described above.
We write p inside a box to denote that it describes the part of the
heap shared by all threads.

NR: describe since and extends

2.2 Actions
AG: add precision, describe the requirements on actions in a
formal way

The judgements of our logic include guarded forms of relies and
guarantees determining how an environment or a command can
change the shared state, respectively. We define them by a set of

actions
Action = 2

State⇥State⇥State .

We use R and G as metavariables to range over subsets of Action,
and write actions in Action in the form l | p  q, where l, p,
and q are assertions describing abstract states. Informally, p and q
describe the shared state before and after the action, respectively.
The assertion l is called a guard: it describes requirement from the
thread to have possession of a piece of state in its local state, thus
functioning as a permission to do so. The action l | p  q thus
can be performed only by a thread which has already established
ownership of l to change a shared state that satisfies p into one that
satisfies q.

The actions are global, i.e., the describe the change to the whole
state, however, they are of the form

l | p ⇤X  q ⇤X
where p and q are precise and X ranges over heaps. this is required
so we can show in the shared rule that we do not change the shared
state in a way which violates the invariant.
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(✓, ⌘, i) = >, otherwise. We then lift the resulting
transformers to sets of worlds pointwise.

The SHARED rules allows atomic commands to operate on the
shared state according to an action l | p  q permitted by the
corresponding guarantee. The rule requires that the guard l be in
the local state of the thread executing the action. In our proofs, we
mark commands c accessing the shared state as hci.

The FRAME rule ensures that if a command C is safe when
run from states in P , then it does not touch an extra piece of state
described by F . We explain the requirement of stability below.
Finally, the PAR rule combines judgements about several threads.
The threads must agree on the guarantees provided by readers
and writers and initially start outside of any critical sections. Pre-
and postconditions of threads in the premisses of the rule are ⇤-
conjoined in the conclusion. According to the semantics of the
assertion language, this composes the local states of the threads and
enforces that the threads have the same view of the shared state.

AG: Explain proof rules. Copy and paste from RCU/AG’s
thesis

2.3.1 Stability
The above proof system reasons about every thread separately, but
does not yet take into account the interference from other threads
in the program. As is typical for proof systems based on rely-
guarantee, we remedy this using the concept of stability.
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range over expressions over logical variables (such expressions are
enough for our purposes). Then we can extend the assertion lan-
guage with E 7! F , which denotes states with the only allocated
cell at the address E containing F : [JEKi : JF Ki], i |= E 7! F ,
where JEKi denotes the value of the expression E with respect to
the interpretation i.

Assertions for worlds. A world consists of a thread-local state,
a history of the shared state and an interpretation of the logical
variables:
⌘ 2 History = State+;
! 2 World = {(✓, ⌘, i) 2 State⇥ History⇥ LInt | (✓ ⇤ ⌘|⌘|)#}.
A history is a sequence of abstract states describing the evolution
of the shared part of the heap. We denote the length of a history ⌘
with |⌘|, its ith element with ⌘

i

, and its ith prefix, with ⌘|
i

. We refer
to ⌘|⌘|, the last state in a history ⌘, as the current shared state. The
history records every shared state that arises from of the program
and up to and including the current one. Note that in every world,
the combination of the local state and the current shared state must
be defined.

AG: make sure that proofs have ^ between local and shared

The assertions denoting sets of worlds are as follows:

⌧,⌥ ::= p | true | ¬⌧ | ⌧1 ) ⌧2 | 9x. ⌧ | ⌧1 since ⌧2 | ⌧ / p
P,Q ::= p | ⌧ | true | ¬P | P ) Q | 9x. P | P ⇤Q

The semantics of assertions is as follows:
✓, ⌘, i |= p () ✓, i |= p
✓, ⌘, i |= ⌧ () ⌘, i |= ⌧
✓, ⌘, i |= 9x. P () 9u. (✓, ⌘, i[x : u]) |= P
✓, ⌘, i |= 8x. P () 8u. (✓, ⌘, i[x : u]) |= P
✓, ⌘, i |= P ⇤Q () 9✓0, ✓00. (✓ = ✓0 ⇤ ✓00) ^

(✓0, ⌘, i |= P ) ^ (✓00, ⌘, i |= Q)

An assertion P⇤Q denotes configuration in which the the local state
can be divided into two parts such that one of them together with the
shared state and the history satisfies Q and the other together with
the (same) shared state and the (same) history satisfies Q. Note that
⇤ is additive on the shared partition and the history because threads
do not own it, but only have particular views of its state. Also note
that p does not restrict the shared state and ⌧ does not restrict the
private state. Any correlations between the parts is expressed only
via logical variables.

An assertion ⌧ denotes a set of histories, i.e., ⌧ ✓ History:

⌘, i |= p () ⌘|⌘|, i |= p
⌘, i |= ⌧1 since ⌧2 () 9i 2 {1, . . . , |⌘|}. (⌘|

i

, i |= ⌧1) ^
8j 2 {i, . . . , |⌘|}. (⌘|

j

, i |= ⌧2)
⌘, i |= ⌧ / p () 9⌘0. ⌘ = ⌘0✓ ^ ⌘0, i |= ⌧ ^ ✓ |= p

As a matter of convention, we conflate histories of length 1 with
single states. The assertion p denotes a set of abstract states. Thus,
it has the same interpretation as the assertion p described above.
We write p inside a box to denote that it describes the part of the
heap shared by all threads.

NR: describe since and extends

2.2 Actions
AG: add precision, describe the requirements on actions in a
formal way

The judgements of our logic include guarded forms of relies and
guarantees determining how an environment or a command can
change the shared state, respectively. We define them by a set of

actions
Action = 2

State⇥State⇥State .

We use R and G as metavariables to range over subsets of Action,
and write actions in Action in the form l | p  q, where l, p,
and q are assertions describing abstract states. Informally, p and q
describe the shared state before and after the action, respectively.
The assertion l is called a guard: it describes requirement from the
thread to have possession of a piece of state in its local state, thus
functioning as a permission to do so. The action l | p  q thus
can be performed only by a thread which has already established
ownership of l to change a shared state that satisfies p into one that
satisfies q.

The actions are global, i.e., the describe the change to the whole
state, however, they are of the form

l | p ⇤X  q ⇤X
where p and q are precise and X ranges over heaps. this is required
so we can show in the shared rule that we do not change the shared
state in a way which violates the invariant.
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2.3 Proof system
The judgements of the logic have the form R,G,⌥ ` {P}C {Q}.
Here G describe the set of atomic changes that a thread executing
C can make to the shared state and ⌥ is a temporal invariant
which describes properties of the shared state and their histories
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The proof rules of our logic are given in Figure 1. The rules
for composite commands are the standard rules of Hoare logic.
We have a single axiom for primitive commands executing on the
thread-local state (LOCAL), which allows any pre- and postcondi-
tions consistent with the semantics of the command. To formulate
it, we lift the transformers f

c

: State ! P(State)> from Section 1
to worlds:

f
c

(✓, ⌘, i) = {(✓0, ⌘, i) | ✓0 2 f
c

(✓) ^ (✓0 ⇤ ⌘|⌘|)#},
if f

c

(✓) 6= >; f
c

(✓, ⌘, i) = >, otherwise. We then lift the resulting
transformers to sets of worlds pointwise.

The SHARED rules allows atomic commands to operate on the
shared state according to an action l | p  q permitted by the
corresponding guarantee. The rule requires that the guard l be in
the local state of the thread executing the action. In our proofs, we
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The FRAME rule ensures that if a command C is safe when
run from states in P , then it does not touch an extra piece of state
described by F . We explain the requirement of stability below.
Finally, the PAR rule combines judgements about several threads.
The threads must agree on the guarantees provided by readers
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conjoined in the conclusion. According to the semantics of the
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shared state and the history satisfies Q and the other together with
the (same) shared state and the (same) history satisfies Q. Note that
⇤ is additive on the shared partition and the history because threads
do not own it, but only have particular views of its state. Also note
that p does not restrict the shared state and ⌧ does not restrict the
private state. Any correlations between the parts is expressed only
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As a matter of convention, we conflate histories of length 1 with
single states. The assertion p denotes a set of abstract states. Thus,
it has the same interpretation as the assertion p described above.
We write p inside a box to denote that it describes the part of the
heap shared by all threads.
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The assertion l is called a guard: it describes requirement from the
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functioning as a permission to do so. The action l | p  q thus
can be performed only by a thread which has already established
ownership of l to change a shared state that satisfies p into one that
satisfies q.

The actions are global, i.e., the describe the change to the whole
state, however, they are of the form

l | p ⇤X  q ⇤X
where p and q are precise and X ranges over heaps. this is required
so we can show in the shared rule that we do not change the shared
state in a way which violates the invariant.
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thread-local state (LOCAL), which allows any pre- and postcondi-
tions consistent with the semantics of the command. To formulate
it, we lift the transformers f

c

: State ! P(State)> from Section 1
to worlds:

f
c

(✓, ⌘, i) = {(✓0, ⌘, i) | ✓0 2 f
c

(✓) ^ (✓0 ⇤ ⌘|⌘|)#},
if f

c

(✓) 6= >; f
c

(✓, ⌘, i) = >, otherwise. We then lift the resulting
transformers to sets of worlds pointwise.

The SHARED rules allows atomic commands to operate on the
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mark commands c accessing the shared state as hci.

The FRAME rule ensures that if a command C is safe when
run from states in P , then it does not touch an extra piece of state
described by F . We explain the requirement of stability below.
Finally, the PAR rule combines judgements about several threads.
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and postconditions of threads in the premisses of the rule are ⇤-
conjoined in the conclusion. According to the semantics of the
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described by F . We explain the requirement of stability below.
Finally, the PAR rule combines judgements about several threads.
The threads must agree on the guarantees provided by readers
and writers and initially start outside of any critical sections. Pre-
and postconditions of threads in the premisses of the rule are ⇤-
conjoined in the conclusion. According to the semantics of the
assertion language, this composes the local states of the threads and
enforces that the threads have the same view of the shared state.

AG: Explain proof rules. Copy and paste from RCU/AG’s
thesis

2.3.1 Stability
The above proof system reasons about every thread separately, but
does not yet take into account the interference from other threads
in the program. As is typical for proof systems based on rely-
guarantee, we remedy this using the concept of stability.
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p,q  precise

Rt, Gt ∊

local guard
(permission)

shared 
state

shared 
state

↝

Monday, November 5, 12



stability

Figure 1 Proof rules of the logic

R,G,⌥ ` {P1}C1 {P2}
R,G,⌥ ` {P2}C2 {P3}

R,G,⌥ ` {P1}C1;C2 {P3}
SEQ

R,G,⌥ ` {P}C1 {Q}
R,G,⌥ ` {P}C2 {Q}

R,G,⌥ ` {P}C1 + C2 {Q} CHOICE

R,G,⌥ ` {P}C {P}
R,G,⌥ ` {P}C⇤ {P} LOOP

R,G,⌥ ` {P1}C {Q1}
R,G,⌥ ` {P2}C {Q2}

R,G,⌥ ` {P1 _ P2}C {Q1 _Q2}
DISJ

l | p
s

 q
s

2 G
P =) (p ⇤ l) ^ ⌧ ^ p

s

;, ;, true ` {p ⇤ l ⇤ p
s

}C {q ⇤ q
s

}
q ^ (⌧ / q

s

) ) ⌥ ^Q

R,G,⌥ ` {P} hCi {Q} SHARED - NEW

Q =) ⌥

Q is stable under R,⌥
;, G, true ` {P} hC i {Q}
R,G,⌥ ` {P} hCi {Q} SHARED - NEW

f
c

(JP K) v JQK
R,G,⌥ ` {P} c {Q} LOCAL

R,G,⌥ ` {P}C {Q} F is stable wrt. R [G, ;, ⌥.
R,G,⌥ ` {P ⇤ F}C {Q ⇤ F} FRAME

R1, G1,⌥ ` {P1}C1 {Q1} . . . R
n

, G
n

,⌥ ` {P
n

}C
n

{Q
n

}
where R

t

=

S
{G

k

| 1  k  n ^ k 6= t}
` {P1 ⇤ . . . ⇤ Pn

}C1 k . . . k C
n

{Q1 ⇤ . . . ⇤Qn

} PAR

P ) P1 R ) R1 G1 ) G Q1 ) Q

R1, G1,⌥ ` {P1}C {Q1}
R,G,⌥ ` {P}C {Q}

CONSEQ

R,G,⌥ ` {P}C {Q} x is fresh wrt. R, G, ⌥, and C - only ⌥?
R,G,⌥ ` {9x. P}C {9x.Q} EXISTS

R,G,⌥ ` {P}C {Q} x is fresh wrt. R, G, ⌥, and C - only ⌥?
R,G,⌥ ` {8x. P}C {8x.Q} FORALL

R,G,⌥ ` {P1}C {Q2} R,G,⌥ ` {P2}C {Q2}
R,G,⌥ ` {P1 ^ P2}C {Q1 ^Q2}

CONJ

R,G,⌥ ` {P ^⌥}C {Q}
R,G,⌥ ` {P}C {Q}

this doesn’t look pretty; is it better to to this via Shared or Conseq?

An assertion P is stable under an action l | p  q and a
temporal invariant ⌥ if it is insensitive to changes to the shared
state permitted by the action that preserve the invariant:

8✓
l

, ⌘, ✓
s

, ✓0
l

, ✓0
s

, i. (✓
l

, ⌘✓
s

, i |= P ) ^
(✓0

l

, i) 2 JlK ^ (✓
s

, i) 2 JpK ^ (✓0
s

, i) 2 JqK ^
(⌘✓

s

, i) 2 J⌥K ^ (⌘✓
s

✓0
s

, i) 2 J⌥K ^
(✓

l

⇤ ✓0
l

⇤ ✓
s

)# ^ (✓
l

⇤ ✓0
s

)# =) (✓
l

, ⌘✓
s

✓0
s

, i |= P ),

AG: explain stability in particular the guards and defindedness

NR: optional: consider language of stable assertions.

AG: Discuss the invariant introduction rule with Hongseok

AG: sort out free variables in the invariant

An assertion is stable under a rely R when it is stable under
every action in R. We require that in a judgement R,G,⌥ `
{P}C {Q}, the assertions P and Q be stable under R. Note that
this makes use of the guard l: the environment is not allowed to
execute the action when its guard ✓

l

is inconsistent with the current
local and shared states.

NR: Explain Shared, Frame, stability

3. Useful subset of Abstract Logic
3.1 Concrete States
In our examples we use a particular instantiation of the abstract
logic presented in Section 2, choosing our separation algebra State
as an extension of the RAM model with three kinds of permissions:
1, m, and e.

Loc = {1, 2, . . .}; Val = Z; RAM
r

= Loc *
fin

Val⇥{1,m, e}.
We refer to 1 as a full permission, to m as a master permission, and
to e as an existential permission.

Let E,F range over expressions over logical variables (such
expressions are enough for our purposes). Our assertion language
includes three new atomic assertions E 7! F , E 7!m F , and
E 7!e F , which denotes states with the only allocated cell at the
address E containing F , with the full permission (1), the master
permission and the existential permission (e), respectively:

[JEKi : JF Ki], i |= E 7! F ⇥ 1,
[JEKi : JF Ki], i |= E 7! F ⇥m, and
[JEKi : JF Ki], i |= E 7! F ⇥ e,

where JEKi denotes the value of the expression E with respect to
the interpretation i.

The ⇤ operator on RAM
r

is defined as a union combines to be
a union of functions with either disjoint domains, or that for every
location in their common domain one state has a master permission
and one state has an existential permission. In the latter case, the
⇤ operator merges the two permissions into one full permission. In
all other cases, ⇤ is not defined.

AG: m + e = 1. m + m, e + e - undefined. check with examples
what m and e should allow (and whether e should really be r)

AG: change to e+e = 1 the rest not important + copy paste and
modify from rcu.

3.2 Specialised Proof Rules
In our proofs, we only use a limited number of tautologies involv-
ing since and a particular form of a temporal invariant. We use
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Case 1: Assume that the invariant hold at the pre-state, but ⌧
C

does
not. This implies that ⌧

A

since ⌧
B

does not hold in the pre-state
either. Thus, to reestablish the invariant at the post-state we need
either to establish ⌧

C

or show that ⌧
A

since ⌧
B

does not hold.
To show the latter we use the tautology

¬(⌧
A

since ⌧
B

) / (¬⌧
A

_ ¬⌧
B

)

and the assumption.
Case 2: Assume that the invariant as well ⌧

C

hold at the pre-state.
There can be two sub cases: either ⌧

A

since ⌧
B

holds at the
pre-state or not. In this case, we assume the latter. Thus, the
reasoning in done as in the first case.

Case 3: Assume that the invariant as well ⌧
C

and ⌧
A

since ⌧
B

hold
at the pre-state. To reestablish the invariant at the post-state we
need either to establish ⌧

C

or show that ⌧
A

since ⌧
B

does not
hold. To show the latter we use the tautology

(¬⌧
A

^ ¬⌧
B

) =) ¬(⌧
A

since ⌧
B

) .

3.4 Derived Shared Rule
NR: Under Construction

For the special case where the invariant has the form

⌥ = 8x. (9t. p(x, t) ⇤ true since x 7! ⇤ true ) =) x 7!
e

⇤ true ,

and foot(p(x, t)) = foot(p(x, t0)) for all t, t0, the rule SHARED”,
shown below, can be derived from rule SHARED’ rule.

l | p
s

 q
s

2 G
P =) p ⇤ l ^ ⌧ ^ p

s

f
c

(Jp ⇤ l ⇤ p
s

K) v Jq ⇤ q
s

K
foot(p

s

) ✓ foot(q
s

)

q ^ (⌧ / q
s

) ) Q

R,G,⌥ ` {P} hci {Q} SHARED”

Another possible rule is

x 7!
m

| X ⇤ x 7!
e

 X 2 G
P =) p ⇤ x 7!

m

^ ⌧ ^ p
s

⇤ c 7!
e

f
c

(Jp ⇤ x 7!
m

⇤ p
s

⇤ x 7!
e

K) v Jq ⇤ x 7! ⇤ p
s

K
q ^ (⌧ / p

s

) ) Q

R,G,⌥ ` {P} hci {Q} SHARED”

3.5 Derived Rules
Since introduction. For an atomic command that does not modify
the shared state, we use the following tautology to establish that
A since B holds.

(A ^B) =) (A since B)

The derived rule says that if before the command we were able to
establish A (and, in addition, some other information ⌧ regarding
the history of the shared state) and that the execution of the com-
mand maintains A and establishes B then A since B (and ⌧ )
holds after the command.

⌧ ^ A ) p
s

f
c

(Jp ⇤ p
s

K) v Jq ⇤ (A ^B)K
R,G,⌥ ` {p ^ ⌧ ^ A } hci {q ^ ⌧ ^ A since B }

SINCE-INTRO

The soundness of the rule comes from the following two observa-
tions. First, ⌧ ^ A were stable before the command. The command
did not change the state, and as we assume the invariant to be closed
for stuttering (recall that we assume Id is always in R \G) then ...

NR: say something on stability

Also, from the semantics of since we get that

if A is stable =) A since B is stable .

NR: We may want to have special formulae for single-writer
-multi-reader always exist cells

Invariant introduction.

R,G, 8x. 8t .A(x, t) =) C(x, t) `
{P}C {Q ^ A(e, e0) )}

R,G, 8x. 8t .A(x, t) =) C(x, t) `
{P}C {Q ^ A(e, e0) ^ C(e, e0) )}

INV-INTRO

3.6 Syntactic Stabilisation
We use the following tautologies to establish stability involving
since .

A is stable =) A since B is stable

Invariant utilisation.

3.7 Invariant Preservation
In our proofs, we use invariants of the form (A since B) =) C.
We show the preservation of the invariant using the following rule,
which is derived from the SHARED rule in the abstract logic. The
rule is derived by using the DISJUNCTION rule to allow for a case
analysis regarding whether the invariant holds because C holds or
because (A since B) does not hold. Note that from

3.8 Messy (Logic instantiation)

AG: We use only a limited number of tautologies involving
since . We can first present a general logic, and then use
the tautologies below to get derived rules specialised for the
particular forms of temporal invariants, etc. that we use.

(A ^B) ) (A since B)

A since B is stable if so is A
(A since B) �A ) (A since B)

bA since Bc ) A
¬(A since B) � ¬B ) ¬(A since B)

NB: We might need to use consistency with the local state when
we check the satisfaction of I in the Shared rule. We might also
need to tighten the interpretation of assertions so that it checks the
consistency of the local and the shared state.

We can use a rule derived from Shared and specialised to the
form of the temporal invariant (A since B) ) C.

{A ^ C ^ P} c {((A ^ C) _ ¬(A ^B)) ^Q}
{(¬B _ (B ^ ¬A)) ^ P} c {¬B _B ^ ¬A _A ^B ^ C) ^Q}

{((A since B) ) C) ^ P} hci {((A since B) ) C) ^Q}
So, you can either preserve the validity of the since clause and

C or invalidate it. Might also split this rule into several ones, for
different cases.

May be the disjunctions ¬B _ (B ^ ¬A) are not needed; a
stronger one would do, e.g., ¬B.

Note that it’s too imprecise to apply the Shared rule straight on
the implication (A since B) ) C: you’ll lose corellations with
the next state and the history. So, first you need to make a case split
on whether the since clause is true using the disjunction rule. Note
that the assertions that you get (like, the since clause) aren’t stable
in general (they are if we’re in the reclaimer, but not the a reader).
So, we need to formulate the stability constraints carefully to check
the stability only before applying the disjunction rule and after.
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proof rules
Figure 1 Proof rules of the logic

R,G,⌥ ` {P1}C1 {P2}
R,G,⌥ ` {P2}C2 {P3}

R,G,⌥ ` {P1}C1;C2 {P3}
SEQ

R,G,⌥ ` {P}C1 {Q}
R,G,⌥ ` {P}C2 {Q}

R,G,⌥ ` {P}C1 + C2 {Q} CHOICE

R,G,⌥ ` {P}C {P}
R,G,⌥ ` {P}C⇤ {P} LOOP

R,G,⌥ ` {P1}C {Q1}
R,G,⌥ ` {P2}C {Q2}

R,G,⌥ ` {P1 _ P2}C {Q1 _Q2}
DISJ

l | p
s

 q
s

2 G
P =) (p ⇤ l) ^ ⌧ ^ p

s

;, ;, true ` {p ⇤ l ⇤ p
s

}C {q ⇤ q
s

}
q ^ (⌧ / q

s

) ) ⌥ ^Q

R,G,⌥ ` {P} hCi {Q} SHARED - NEW

Q =) ⌥

Q is stable under R,⌥
;, G, true ` {P} hC i {Q}
R,G,⌥ ` {P} hCi {Q} SHARED - NEW

f
c

(JP K) v JQK
R,G,⌥ ` {P} c {Q} LOCAL

R,G,⌥ ` {P}C {Q} F is stable wrt. R [G, ;, ⌥.
R,G,⌥ ` {P ⇤ F}C {Q ⇤ F} FRAME

R1, G1,⌥ ` {P1}C1 {Q1} . . . R
n

, G
n

,⌥ ` {P
n

}C
n

{Q
n

}
where R

t

=

S
{G

k

| 1  k  n ^ k 6= t}
` {P1 ⇤ . . . ⇤ Pn

}C1 k . . . k C
n

{Q1 ⇤ . . . ⇤Qn

} PAR

P ) P1 R ) R1 G1 ) G Q1 ) Q

R1, G1,⌥ ` {P1}C {Q1}
R,G,⌥ ` {P}C {Q}

CONSEQ

R,G,⌥ ` {P}C {Q} x is fresh wrt. R, G, ⌥, and C - only ⌥?
R,G,⌥ ` {9x. P}C {9x.Q} EXISTS

R,G,⌥ ` {P}C {Q} x is fresh wrt. R, G, ⌥, and C - only ⌥?
R,G,⌥ ` {8x. P}C {8x.Q} FORALL

R,G,⌥ ` {P1}C {Q2} R,G,⌥ ` {P2}C {Q2}
R,G,⌥ ` {P1 ^ P2}C {Q1 ^Q2}

CONJ

R,G,⌥ ` {P ^⌥}C {Q}
R,G,⌥ ` {P}C {Q}

this doesn’t look pretty; is it better to to this via Shared or Conseq?

An assertion P is stable under an action l | p  q and a
temporal invariant ⌥ if it is insensitive to changes to the shared
state permitted by the action that preserve the invariant:

8✓
l

, ⌘, ✓
s

, ✓0
l

, ✓0
s

, i. (✓
l

, ⌘✓
s

, i |= P ) ^
(✓0

l

, i) 2 JlK ^ (✓
s

, i) 2 JpK ^ (✓0
s

, i) 2 JqK ^
(⌘✓

s

, i) 2 J⌥K ^ (⌘✓
s

✓0
s

, i) 2 J⌥K ^
(✓

l

⇤ ✓0
l

⇤ ✓
s

)# ^ (✓
l

⇤ ✓0
s

)# =) (✓
l

, ⌘✓
s

✓0
s

, i |= P ),

AG: explain stability in particular the guards and defindedness

NR: optional: consider language of stable assertions.

AG: Discuss the invariant introduction rule with Hongseok

AG: sort out free variables in the invariant

An assertion is stable under a rely R when it is stable under
every action in R. We require that in a judgement R,G,⌥ `
{P}C {Q}, the assertions P and Q be stable under R. Note that
this makes use of the guard l: the environment is not allowed to
execute the action when its guard ✓

l

is inconsistent with the current
local and shared states.

NR: Explain Shared, Frame, stability

3. Useful subset of Abstract Logic
3.1 Concrete States
In our examples we use a particular instantiation of the abstract
logic presented in Section 2, choosing our separation algebra State
as an extension of the RAM model with three kinds of permissions:
1, m, and e.

Loc = {1, 2, . . .}; Val = Z; RAM
r

= Loc *
fin

Val⇥{1,m, e}.
We refer to 1 as a full permission, to m as a master permission, and
to e as an existential permission.

Let E,F range over expressions over logical variables (such
expressions are enough for our purposes). Our assertion language
includes three new atomic assertions E 7! F , E 7!m F , and
E 7!e F , which denotes states with the only allocated cell at the
address E containing F , with the full permission (1), the master
permission and the existential permission (e), respectively:

[JEKi : JF Ki], i |= E 7! F ⇥ 1,
[JEKi : JF Ki], i |= E 7! F ⇥m, and
[JEKi : JF Ki], i |= E 7! F ⇥ e,

where JEKi denotes the value of the expression E with respect to
the interpretation i.

The ⇤ operator on RAM
r

is defined as a union combines to be
a union of functions with either disjoint domains, or that for every
location in their common domain one state has a master permission
and one state has an existential permission. In the latter case, the
⇤ operator merges the two permissions into one full permission. In
all other cases, ⇤ is not defined.

AG: m + e = 1. m + m, e + e - undefined. check with examples
what m and e should allow (and whether e should really be r)

AG: change to e+e = 1 the rest not important + copy paste and
modify from rcu.

3.2 Specialised Proof Rules
In our proofs, we only use a limited number of tautologies involv-
ing since and a particular form of a temporal invariant. We use
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invariant introduction

Figure 1 Proof rules of the logic

R,G,⌥ ` {P1}C1 {P2}
R,G,⌥ ` {P2}C2 {P3}

R,G,⌥ ` {P1}C1;C2 {P3}
SEQ

R,G,⌥ ` {P}C1 {Q}
R,G,⌥ ` {P}C2 {Q}

R,G,⌥ ` {P}C1 + C2 {Q} CHOICE

R,G,⌥ ` {P}C {P}
R,G,⌥ ` {P}C⇤ {P} LOOP

R,G,⌥ ` {P1}C {Q1}
R,G,⌥ ` {P2}C {Q2}

R,G,⌥ ` {P1 _ P2}C {Q1 _Q2}
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R,G,⌥ ` {P}C {Q} F is stable wrt. R [G, ;, ⌥.
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` {P1 ⇤ . . . ⇤ Pn

}C1 k . . . k C
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} PAR

P ) P1 R ) R1 G1 ) G Q1 ) Q

R1, G1,⌥ ` {P1}C {Q1}
R,G,⌥ ` {P}C {Q}

CONSEQ

R,G,⌥ ` {P}C {Q} x is fresh wrt. R, G, ⌥, and C - only ⌥?
R,G,⌥ ` {9x. P}C {9x.Q} EXISTS

R,G,⌥ ` {P}C {Q} x is fresh wrt. R, G, ⌥, and C - only ⌥?
R,G,⌥ ` {8x. P}C {8x.Q} FORALL

R,G,⌥ ` {P1}C {Q2} R,G,⌥ ` {P2}C {Q2}
R,G,⌥ ` {P1 ^ P2}C {Q1 ^Q2}

CONJ

R,G,⌥ ` {P ^⌥}C {Q}
R,G,⌥ ` {P}C {Q}

this doesn’t look pretty; is it better to to this via Shared or Conseq?

An assertion P is stable under an action l | p  q and a
temporal invariant ⌥ if it is insensitive to changes to the shared
state permitted by the action that preserve the invariant:
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, i |= P ),

AG: explain stability in particular the guards and defindedness

NR: optional: consider language of stable assertions.

AG: Discuss the invariant introduction rule with Hongseok

AG: sort out free variables in the invariant

An assertion is stable under a rely R when it is stable under
every action in R. We require that in a judgement R,G,⌥ `
{P}C {Q}, the assertions P and Q be stable under R. Note that
this makes use of the guard l: the environment is not allowed to
execute the action when its guard ✓

l

is inconsistent with the current
local and shared states.

NR: Explain Shared, Frame, stability

3. Useful subset of Abstract Logic
3.1 Concrete States
In our examples we use a particular instantiation of the abstract
logic presented in Section 2, choosing our separation algebra State
as an extension of the RAM model with three kinds of permissions:
1, m, and e.

Loc = {1, 2, . . .}; Val = Z; RAM
r

= Loc *
fin

Val⇥{1,m, e}.
We refer to 1 as a full permission, to m as a master permission, and
to e as an existential permission.

Let E,F range over expressions over logical variables (such
expressions are enough for our purposes). Our assertion language
includes three new atomic assertions E 7! F , E 7!m F , and
E 7!e F , which denotes states with the only allocated cell at the
address E containing F , with the full permission (1), the master
permission and the existential permission (e), respectively:

[JEKi : JF Ki], i |= E 7! F ⇥ 1,
[JEKi : JF Ki], i |= E 7! F ⇥m, and
[JEKi : JF Ki], i |= E 7! F ⇥ e,

where JEKi denotes the value of the expression E with respect to
the interpretation i.

The ⇤ operator on RAM
r

is defined as a union combines to be
a union of functions with either disjoint domains, or that for every
location in their common domain one state has a master permission
and one state has an existential permission. In the latter case, the
⇤ operator merges the two permissions into one full permission. In
all other cases, ⇤ is not defined.

AG: m + e = 1. m + m, e + e - undefined. check with examples
what m and e should allow (and whether e should really be r)

AG: change to e+e = 1 the rest not important + copy paste and
modify from rcu.

3.2 Specialised Proof Rules
In our proofs, we only use a limited number of tautologies involv-
ing since and a particular form of a temporal invariant. We use
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shared proof rule

Figure 5 Proof rules of the logic

f tid
↵

(JpK) ✓ JqK
R,G,⌥ `tid {p}↵ {q}

LOCAL

R,G,⌥ `tid {P1}C {Q1} R,G,⌥ `tid {P2}C {Q2}

R,G,⌥ `tid {P1 _ P2}C {Q1 _Q2}
DISJ

R,G,⌥ `tid {P1}C {Q2} R,G,⌥ `tid {P2}C {Q2}

R,G,⌥ `tid {P1 ^ P2}C {Q1 ^Q2}
CONJ

R,G,⌥ `tid {P}C {Q}

R,G,⌥ `tid {9x. P}C {9x.Q}

R,G,⌥ `tid {P}C {Q}

R,G,⌥ `tid {8x. P}C {8x.Q}

EXISTS1 FORALL1

P ^⌥ ) P 0 R ) R0 G0
) G Q0

^⌥ ) Q

R0, G0,⌥ `tid {P 0
}C {Q0

}

R,G,⌥ `tid {P}C {Q}

CONSEQ

Q ) ⌥ P , Q are stable under R and ⌥

;, G, true `tid {P} hCi

a

{Q}

R,G,⌥ `tid {P} hCi

a

{Q}

SHARED-R

p ) l ⇤ true {l | p
s

 q
s

} ) {a} a 2 G

;, ;, true `tid {p ⇤ p
s

}C {q ⇤ q
s

}

;, G, true `tid {p ^ ⌧ ^ p
s

} hCi

a

{q ^ ((⌧ ^ p
s

) / q
s

)}
SHARED

R,G,⌥ `tid {P}C {Q} F is stable under R [G and ⌥

R,G,⌥ `tid {P ⇤ F}C {Q ⇤ F}

FRAME

R1, G1,⌥ `1 {P1}C1 {Q1} . . . R
n

, G
n

,⌥ `

n

{P
n

}C
n

{Q
n

}

Rtid =
S
{G

k

| 1  k  n ^ k 6= tid} P1 ⇤ . . . ⇤ P
n

) ⌥

P
k

, Q
k

stable under R
k

and ⌥

` {P1 ⇤ . . . ⇤ P
n

}C1 k . . . k C
n

{Q1 ⇤ . . . ⇤Q
n

}

PAR

and f t

↵

(✓, i) = >, otherwise. We then lift the resulting transform-
ers to state assertion denotations pointwise: f t

↵

(p) =
S
{f t

↵

(✓, i) |
(✓, i) 2 p}, if 8(✓, i) 2 p. f t

↵

(✓, i) 6= >; f t

↵

(p) = >, otherwise.
We omit the standard rules for composite commands [14, §A].

The conjunction rule (CONJ) is useful for combining the results
of two proofs, and the disjunction rule (DISJ), for doing case splits.
We also have standard rules for manipulating integer-valued logical
variables, EXISTS1 and FORALL1, as well as their counterparts
EXISTS2 and FORALL2 for state-valued variables (elided).

CONSEQ allows strengthening the precondition and the rely, and
weakening the postcondition and the guarantee. In addition to this,
it also allows strengthening the pre- and postcondition with the
information provided by the temporal invariant ⌥. This reasoning
is sound because all the threads must preserve ⌥.

By convention, the only commands that can operate on the
shared state are atomic blocks, handled by the rules SHARED-R
and SHARED. The SHARED-R rule checks that the atomic block
meets its specification in an empty environment, and then checks
that the pre- and postcondition are stable with respect to the actual
environment R, and that the postcondition implies the invariant ⌥.
Note that to establish the latter in practice, we can always add ⌥ to
the precondition of the atomic block using CONSEQ.

SHARED handles the case of an empty rely condition, left by
SHARED-R. It is the key rule of our proof system, allowing an
atomic command C to make a change to the shared state according
to an action l | p

s

 q
s

. The action has to be included into
the annotation a of the atomic block, which in its turn, has to be
permitted by the guarantee G. The rule also requires the thread to
have a piece of state satisfying the guard l in its local state p. It
combines the local state p with the the shared state p

s

, and runs C
as if this combination were in the thread’s local state. The rule then

splits the resulting state into local q and shared q
s

parts. The key
feature of SHARED used for temporal reasoning is that it allows the
postcondition of the atomic block to record how the shared state
looked like before its execution. This is achieved by extending the
previous view p

s

of the shared state and the assertion ⌧ about its
history with the new shared state q

s

with the aid of / (§3).
For the CONJ and FORALL

i

rules to be sound, all the judge-
ments used in a proof of a program have to agree on the treatment of
the shared state. Thus, in addition to requiring that predicates used
in actions be precise (§4.2), we also require that every atomic com-
mand in the program be annotated with the same action throughout
the proof. These annotations are part of proofs in our logic.

The FRAME rule ensures that if a command C is safe when
run from states in P , then it does not touch an extra piece of state
described by F . Since F can contain assertions constraining the
shared state, we require that it be stable under R [ G and ⌥.
The stability under G is needed to take into account the effect of
commands in C accessing the shared state.

Finally, the PAR rule combines judgements about several
threads. Every thread must take into account the possible inter-
ference from the other threads specified by their guarantees. Pre-
and postconditions of threads in the premisses of the rule are ⇤-
conjoined in the conclusion. According to the semantics of the as-
sertion language, this composes the local states of the threads and
enforces that the threads have the same view of the shared state.
The resulting precondition has to imply the temporal invariant ⌥.

5. Logic Instantiation and Hazard Pointers
As explained in §2, proofs of algorithms based on grace periods,
use only a restricted form of temporal reasoning. In this section,
we describe an instantiation of the abstract logic of §4 tailored to
such algorithms. This includes a particular form of the temporal
invariant (§5.2) and a specialised version of the SHARED rule
(SHARED-I below) that allows us to establish that the temporal
invariant is preserved using standard state-based reasoning. We
present the instantiation by the example of verifying the concurrent
counter algorithm with hazard pointers from §2.

5.1 Assertion Language
Permissions. We instantiate State to:

RAMe = Loc *fin ((Val⇥ {1,m}) [ {e}).

States from RAMe have locations annotated not only with their
values in Val, but also with permissions. The permission 1 is a full
permission, which allows a thread owning it to perform any action
on the cell; the permission m is a master permission, which allows
reading and writing the cell, but not deallocating it; and e is an
existential permission, which only allows reading the cell and does
not give any guarantees regarding it contents. The transformers f t

↵

for standard primitive commands over RAMe are given in [14, §A].
We define ⇤ on cell contents as follows: (u,m) ⇤ e = (u, 1);

undefined in all other cases. This only allows a full permission to
be split into a master and an existential one, which is enough for
our purposes. For ✓1, ✓2 2 RAMe, ✓1 ⇤ ✓2 is undefined, if for some
x, we have ✓1(x)#, ✓2(x)#, but (✓1(x) ⇤ ✓2(x))". Otherwise,

✓1 ⇤ ✓2 = {(x,w) | (✓1(x) = w ^ ✓2(x)") _
(✓2(x) = w ^ ✓1(x)") _ (w = ✓1(x) ⇤ ✓2(x))}.

State assertions. To denote elements of RAMe, we extend the
assertion language for predicates over states given in §4.1: p ::=
. . . | E 7! F | E 7!m F | E 7!e . The semantics is as expected;
in particular, x 7! , x 7!m ⇤ x 7!e .
Conventions. We assume that logical variables t, t0, . . . range
over thread identifiers in {1, . . . , N}. We write A[k] for A + k,
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specialized shared rule

existential permission for s stays in the shared state. The resulting
assertion s 7!m ^ s 7!e ⇤ true is stable, because the only action
that can remove s 7!e from of the shared state, Take, is guarded
by s 7!m . Since the current thread has the ownership of s 7!m

and s 7!m ⇤ s 7!m is inconsistent, the condition (✓ ⇤ ✓
l

⇤ ✓
s

)#
in (8), checking that the guard is consistent with the local state,
implies that the action cannot be executed by the environment, and
thus, the assertion is stable.
Derived rule for grace periods. We now need to check that the
commands in lines 12 and 24 of inc, modifying the shared state
according to actions HPtid and Inc, preserve the temporal invariant
⌥HP. For this, we use the following proof rule SHARED-I, derived
from SHARED [14, §A]:
p ) l ⇤ true a = (l | p0

s

 q0
s

) 2 G p
s

) p0
s

q
s

) q0
s

;, ;, true `tid {p ⇤ (p
s

^ ¬(g ^ r))}C {q ⇤ (q
s

^ (g ^ r ) c))}

;, ;, true `tid {p ⇤ (p
s

^ g ^ c)}C {q ⇤ (q
s

^ (g ) c))}

;, G, true `tid {p ^ p
s

^ ((g since r ) ) c )}

hCi

a

{q ^ q
s

^ ((g since r ) ) c )}

The rule gives conditions under which an atomic command C
preserves the validity of an assertion of the form

(g since r ) ) c . (9)

In the rule, p
s

describes the view of the shared partition that the
current thread has before executing C, and q

s

, the state in which
C leaves it. The rule requires that the change from p

s

to q
s

be
allowed by the annotation a = (l | p0

s

 q0
s

), i.e., that p
s

)

p0
s

and q
s

) q0
s

. It further provides two Hoare triples to be
checked of C, which correspond, respectively, to the two cases
for why (g since r ) ) c may hold before the execution of C:
¬(g since r ) or (g since r ) ^ c .

As in SHARED, the two Hoare triples in the premiss allow
the command inside the atomic block to access both local and
shared state. Consider the first one. We can assume ¬(g ^ r) in the
precondition, as it is implied by ¬(g since r ). Since g since r
does not hold before the execution of C, the only way to establish
it afterwards is by obtaining g ^ r. In this case, to preserve (9), we
have to establish c, which motivates the postcondition. Formally:

((¬(g since r )) / g ^ r ) c ) ) ((g since r ) ) c ).

Consider now the second Hoare triple. Its precondition comes
from the tautology ((g since r ) ^ c ) ) g ^ c . We only need to
establish c in the postcondition when g since r holds there, which
will only be the case if g continues to hold after C executes:

(((g since r ) ^ c ) / g ) c ) ) ((g since r ) ) c ).

Thus, SHARED-I allows us to prove the preservation of a tempo-
ral invariant of the form (9) using standard Hoare-style reasoning.
Preserving the temporal invariant. We illustrate the use of
SHARED-I on the command in line 24 of Figure 7; the one in
line 12 is handled analogously. We consider the case when the
CAS succeeds, i.e., C is {assume(C == s); C = n;}. Let P
and Q be the pre- and postconditions of this command in lines 22
and 25, respectively. We thus need to prove Rtid, Gtid,⌥ `tid

{P} hCiInc {Q}. We first apply CONSEQ to strengthen the precon-
dition of the CAS with ⌥, and then apply SHARED-R. This rule,
in particular, requires us to show that the temporal invariant is pre-
served: ;, Gtid, true `tid {P^⌥}C {Q^⌥}. Let us strip the quan-
tifiers over x and t in ⌥ using FORALL1. We then apply SHARED-I
with
g = (HP[t� 1] 7! x ⇤ true); r = (C 7! x ⇤ x 7! ⇤ true);
c = (x 7!e ⇤ true)
p
s

= (H ⇤ 9y. C 7! y ⇤ y 7! ⇤ truee); p = n 7! ;
q
s

= (H ⇤ 9y. C 7! y ⇤ y 7! ⇤ s 7!e ⇤ truee); q = s 7!m .

Figure 8 Proof outline for reclaim with hazard pointers. Here V
is v, n, s, s2 , my , in use , i.

1 void reclaim(int *s) {

2 {V � s 7!m ⇤ Ftid ^ s 7!e ⇤ true ^ I}

3 insert(detached[tid-1], s);
4 if (nondet()) return;
5 Set in_use = ;;
6 while (!isEmpty(detached[tid-1])) {
7 {V � 9A.detached[tid�1] 7!A⇤D(A)⇤D(in use)^A 6= ;^I}
8 bool my = true;
9 Node *n = pop(detached[tid-1]);

10 {V � my ^ 9A. detached[tid � 1] 7! A ⇤D(A) ⇤D(in use) ⇤
11 n 7!m ^ n 7!e ⇤ true ^ I}

12 for (int i = 0; i < N && my; i++) {
13 {V � my ^ 0  i < N ^ 9A. detached[tid � 1] 7! A ⇤

14 D(A) ⇤D(in use) ⇤ n 7!m ⇤ n 7!e ⇤ true ^ I ^

15 H ⇤ 9y. y 6= n ^ C 7! y ⇤ y 7! ⇤ truee ^

16 80  j < i. (9y. y 6= n ^ C 7! y ⇤ y 7! ⇤ truee

17 since 9x. x 6= n ^ HP[j] 7! x ⇤ true )}

18 if (hHP[i] == niId) my = false;
19 }
20 if (my) {
21 {V � 9A. detached[tid � 1] 7! A ⇤D(A) ⇤D(in use) ⇤
22 n 7!m ^ n 7!e ⇤ true ^ I ^

23 8t.¬ C 7! n ⇤ true since ¬ HP[t� 1] 7! n ⇤ true }

24 h ; iTake

25 {V � 9A. detached[tid � 1] 7! A ⇤D(A) ⇤D(in use) ⇤
26 n 7! ^ I}
27 free(n);
28 } else { insert(in_use, n); }
29 }
30 {V � detached[tid � 1] 7! ; ⇤D(in use) ^ I}
31 moveAll(in_use, detached[tid-1]);
32 {V � Ftid ^ I} }

We consider only the first Hoare triple in the premiss of SHARED-
I, which corresponds to g since r being false before the atomic
block. The triple instantiates to
{n 7! ⇤ ((H ⇤ 9y. C 7! y ⇤ y 7! ⇤ truee) ^
¬(HP[t� 1] 7! x ⇤ true ^ C 7! x ⇤ x 7! ⇤ true))}

assume(C == s); C = n;
{s 7!m ⇤ (H ⇤ 9y. C 7! y ⇤ y 7! ⇤ s 7!e ⇤ truee) ^
(((HP[t�1] 7! x ⇤ true)^ (C 7! x ⇤x 7! ⇤ true))) (x 7!e ⇤ true))}

Recall that when the CAS at line 24 inserts a node into the shared
data structure, we already might have a hazard pointer set to the
node (§2). The postcondition of the above triple states that, in this
case, we need to establish the conclusion of the temporal invariant.
This is satisfied, as x 7! , x 7!m ⇤ x 7!e .
Verifying reclaim. We now explain the proof outline in Figure 8.
The predicate Ftid describes the detached set of thread tid:

D(A) () ~
x2A

(x 7!m ^ x 7!e ⇤ true );
Ftid () 9A. detached[tid� 1] 7! A ⇤D(A).

(10)

Ftid asserts that thread tid owns the tid-th entry of the detached
array, which stores the set A of addresses of detached nodes; D(A)
asserts that, for every x 2 A, the thread has the master permission
for x in its local state and the shared state contains the existential
permission for x. The assertion Ftid is stable, since, as we explained
above, so is x 7!m ^ x 7!e ⇤ true . We assume the expected
specifications for set operations, such as insert.

The core of reclaim is the loop following the pop opera-
tion in line 9, which checks that the hazard pointers do not point
to the node that we want to deallocate. The loop invariant in
line 17 formalises (3) and is established as follows. If the con-
dition on the pointer HP[i] in line 18 fails, then we know that
9x. x 6= n ^ HP[i] 7! x ⇤ true . Recall that, according to (7), §4.1,
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temporal tautologies

these tautologies to derive special proof rules. for establishing as-
sertions involving since , carrying them over atomic commands,
and proving the preservation of the invariant.

3.2.1 Tautologies
We use the following tautologies to establish and carry temporal
assertions involving since .

(A ^B) =) (A since B)

((A since B) /A) =) (A since B)

(A since B) =) A
(¬A ^ ¬B) =) ¬(A since B)

¬(A since B) / (¬A _ ¬B) =) ¬(A since B)

3.2.2 Derived Share rule - with Alexey

AG: clean up derivation. Use infer. Add derivation - explain
derivation.

AG: Tautologies - in proofs + in derivation - write down.
explain important ones.

Note: In the Inc In the case of the hazard pointers when we use
the second premise of the derived rule for shared we do another
case split on top of u ^ ¬v depending whether the hazard pointer
points to x or not.

¬u
u ^ ¬v  Inc

{p ⇤ l ⇤ (p
s

^ w ^ r)}
C

{q ⇤ (q
s

^ (w _ ¬u) ^ r)}

{p ⇤ l ⇤ (p
s

^ (¬u _ (u ^ ¬v)) ^ r)}
C

{q ⇤ (q
s

^ ((u ^ v) =) w) ^ r)}
{p ⇤ l ^ p

s

^ (

u since v =) w ) ^ (

r since s
)}

hC i
{q ^ q

s

^ (

u since v =) w ) ^ (

r since s
)}

d

{p ⇤ l ^ p
s

^ w ^ (

r since s
)}

hC i
{q ^ q

s

^ (

u since v =) w ) ^ (

r since s
)}

{p ⇤ l ^ p
s

^ ¬(u since v ) ^ (

r since s
)}

hC i
{q ^ q

s

^ (

u since v =) w ) ^ (

r since s
)}

{p ⇤ l ^ p
s

^ (

u since v =) w ) ^ (

r since s
)}

hC i
{q ^ q

s

^ (

u since v =) w ) ^ (

r since s
)}

(¬(u since v) / u ^ v =) w ) =) (u since v =) w )

l | p
s

 q
s

2 G
p ⇤ l ^ p

s

^ ¬(u since v ) ^ (

r since s
) =)

p ⇤ l ^ (

r since s
) ^ ¬(u since v ) ^ p

s

^ (¬u _ (u ^ ¬v)) ^ r
;, ;, true ` {p ⇤ l ⇤ (p

s

^ (¬u _ (u ^ ¬v)) ^ r)}
C

{q ⇤ (q
s

^ ((u ^ v) =) w) ^ r)}
q ^ (((r since s ) ^ ¬(u since v )) / q

s

^ (u ^ v =) w) ^ r ) =)
q ^ q

s

^ (u since v =) w ) ^ (r since s )

{p ⇤ l ^ p
s

^ ¬(u since v ) ^ (

r since s
)}

hC i
{q ^ q

s

^ (

u since v =) w ) ^ (

r since s
)}

tautologies: u since v =) u
w _ ¬u =) (u since v =) w )

(r since s ) / r =) (r since s )

l | p
s

 q
s

2 G
p ⇤ l ^ p

s

^ w ^ (

r since s
) =) p ⇤ l ^ (

r since s
) ^ (

p
s

^ w ^ r
)

;, ;, true ` {p ⇤ l ⇤ (p
s

^ w ^ r)}
C

{q ⇤ (q
s

^ (w _ ¬u) ^ r)}
q ^ (r since s ) / q

s

^ (w _ ¬u) ^ r =)
q ^ q

s

^ (

u since v =) w ) ^ (r since s )
{p ⇤ l ^ p

s

^ w ^ (

r since s
)}

hC i
{q ^ q

s

^ (

u since v =) w ) ^ (

r since s
)}

3.3 Derived Shared Rule
For the special case where the invariant has the form

⌥ = (⌧
A

since ⌧
B

) =) ⌧
C

,

the rule SHARED’, shown below, can be derived from the general
SHARED rule.

l | p
s

 q
s

2 G
P ^ ¬⌧

C

^ ¬(⌧
A

since ⌧
B

) =) p ⇤ l ^ ⌧ ^ p
s

f
c

(Jp ⇤ l ⇤ p
s

K) v Jq ⇤ q
s

K
q ^ (⌧ / q

s

)) ⌧
C

_ ¬⌧
A

_ ¬⌧
B

^Q

l0 | p0
s

 q0
s

2 G
P ^ ⌧

C

^ (⌧
A

since ⌧
B

) =) p0 ⇤ l0 ^ ⌧ 0 ^ p0
s

f
c

(Jp0 ⇤ l0 ⇤ p0
s

K) v Jq0 ⇤ q0
s

K
q0 ^ (⌧ 0 / q0

s

)) ⌧
C

_ ¬⌧
A

_ ¬⌧
B

^Q

l00 | p00
s

 q00
s

2 G
P ^ ⌧

C

^ ¬(⌧
A

since ⌧
B

) =) p00 ⇤ l00 ^ ⌧ 00 ^ p00
s

f
c

(Jp00 ⇤ l00 ⇤ p00
s

K) v Jq00 ⇤ q00
s

K
q00 ^ (⌧ 00 / q00

s

)) ⌧
C

_ (¬⌧
A

^ ¬⌧
B

) ^Q

R,G, ((⌧
A

since ⌧
B

) =) ⌧
C

) ` {P} hci {Q} SHARED’

To derive the rule, we first apply the disjunction rule to perform a
three-way case analysis.

R,G, ((⌧
A

since ⌧
B

) =) ⌧
C

) `
{P ^ ¬⌧

C

} hci {Q ^ (⌧
C

_ ¬⌧
A

_ ¬⌧
B

)}
R,G, ((⌧

A

since ⌧
B

) =) ⌧
C

) `
{P ^ ⌧

C

^ ¬(⌧
A

since ⌧
B

)} hci {Q ^ (⌧
C

_ ¬⌧
A

_ ¬⌧
B

)}
R,G, ((⌧

A

since ⌧
B

) =) ⌧
C

) `
{P ^ ⌧

C

^ (⌧
A

since ⌧
B

)} hci {Q ^ (⌧
C

_ (¬⌧
A

^ ¬⌧
B

)}
R,G, ((⌧

A

since ⌧
B

) =) ⌧
C

) ` {P} hci {Q} DISJ
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proof (retire)
Figure 5 An annotated code of a simplified retire() procedure.

1 {V � p 7!
m

⇤ Ftid ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true ^ p 7!
e

⇤ true }
2 void retire(int* p) {

3 {V � p 7!
m

⇤ 9A. detached 7! A ⇤D(A) ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true ^ p 7!
e

⇤ true }
4 insert(detached ,p);

5 {V � 9A. detached 7! A ⇤D(A) ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true }
6 if (nondet ())

7 {V � Ftid ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true }
8 return;
9 Set used;

10 {V � 9A. detached 7! A ⇤D(A) ^ used = ; ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true }
11 while (! isEmpty(detached )) {

12 {V � 9A. detached 7! A ⇤D(A) ⇤D(used) ^A 6= ; ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true }
13 bool my = true;
14 Node *n = pop(detached );

15 {V � my ^ 9A. detached 7! A ⇤D(A) ⇤D(used) ⇤ n 7!
m

⇤ n 7!
e

⇤ true ⇤ H ⇤ 9y. y 6= n ^ C 7! y ⇤ y 7! ⇤ true }
16 for (int i = 0; i < N && my; i++) {

17 {V � my ^ 0  i < N ^ 9A. detached 7! A ⇤D(A) ⇤D(used) ⇤ n 7!
m

⇤ n 7!
e

⇤ true ⇤
18 H ⇤ 9y. y 6= n ^ C 7! y ⇤ y 7! ⇤ true ^ 80  j < i. 9y. y 6= n ^ C 7! y ⇤ y 7! ⇤ true since HP[i] 6= n ⇤ true }
19 if (hHP[i] == niId)
20 my = false;

21 {V � 0  i < N ^ 9A. detached 7! A ⇤D(A) ⇤D(used) ⇤ n 7!
m

⇤ n 7!
e

⇤ true ⇤
22 H ⇤ 9y. y 6= n ^ C 7! y ⇤ y 7! ⇤ true ^ (my ) 80  j  i. 9y. y 6= n ^ C 7! y ⇤ y 7! ⇤ true since HP[j] 6= n ⇤ true )}
23 }

24 {V � 9A. detached 7! A ⇤D(A) ⇤D(used) ⇤ n 7!
m

⇤ n 7!
e

⇤ true ^
25 H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true ^ (my ) 80  j  N. 9y. y 6= n ^ C 7! y ⇤ y 7! ⇤ true since HP[j] 6= n ⇤ true )}
26 if (my) {
27 h ; iTake;
28 {V � 9A. detached 7! A ⇤D(A) ⇤D(used) ⇤ n 7! ⇤ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true }
29 free(n);
30 } else {
31 insert(used , n);
32 }

33 {V � 9A. detached 7! A ⇤D(A) ⇤D(used) ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true }
34 }

35 {V � detached 7! ; ⇤D(used) ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true }
36 moveAll(detached , used);

37 {V � Ftid ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true }
38 }

Figure 3 The spec of an abstract set with master permission to
elements in the shared state.

{9A. s 7! A ⇤D(A) ⇤ p 7!
m

^ p 7!
e

}
insert(s, p) {9A. s 7! A ⇤D(A)}

{9A. s 7! A ⇤D(A)} b = isEmpty(s)

{9A. s 7! A ⇤D(A) ^ ((b ^A = ;) _ (¬b ^A 6= ;))}

{9A. s 7! A ⇤D(A) ^A 6= ;} retval = pop(s)

{9A. s 7! A ⇤D(A) ⇤ retval 7!
m

^ retval 7!
e

}

{P} sync {8t. P since ¬rcu[t]}

{P} sync {8t.¬(rcu[t] since ¬P )}

P = ¬(C 7! x ⇤ true)
P is stable

I = 8t. (rcu[t] ⇤ true since C 7! x ⇤ true) ) x 7!
e

⇤ true

5.4 Epoch

I = 8t. (LEpoch[t] = k since C 7! x ⇤ true) ) x 7!
e

⇤ true
(note that the since clause is equivalent to LEpoch[t] =

k since LEpoch[t] = k ^ C 7! x ⇤ true. So, if I saw something
when I was in a certain epoch, it will not disappear while I’m in the
same epoch. In particular, you might try to recast the invariant in
terms of the global epoch.

This invariant is analogous to the ones in hazard/RCU algo-
rithms, so the reader doesn’t have to do much to establish the since
clause. However, it puts a lot of proof burden on the reclaimer. It
might be that there are other formulations that spread the proof bur-
den in a different way.

Inc: need to ensure the cell c is still there when I dereference it
Establish the premiss of I: requires establishing that the epoch

can’t change more than 1 ahead of where you are

7 2012/5/6
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related work

• Hoare logic [Hoare, CACM’69]

• Rely/Guarantee reasoning [Jones,IFIP’83]

• Separation Logic [Reynolds, LICS’02]

• Concurrent separation logic [O’Hearn, TCS’07]

• RGSep [Vafeiadis, PhD’08]

• Temporal Separation Logic [Fu et al., CONCUR’10]

• Grace Logic [Gotsman, R, Yang, submitted] 
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summary

• idioms can simplify reasoning

• grace period

• hindsight [PODC’10]

• temporal reasoning can be natural for fine-
grained concurrent algorithms

• program logic is a convenient formalization tool
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the end

(c) some slides are by Viktor Vafeiadis
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 safety of manual concurrent 
memory reclamation algs.

• RCU [McKenney Slingwine’98]

• Hazard Pointers [Michael’02]

• Pass the Buck [Herlihy Luchangco Moir’02]

• Epoch [Fraser Haris’03]

A since (B ∧ A) ⇒ C
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